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QUESTION 1

A(n) occurs when intrusion-detection measures fail to recognize suspicious traffic or activity.
A. False positive

B. False negative

C. CIFS pop-up

D. Threshold

E. Alarm

Correct Answer: B

QUESTION 2
How is bogus information disseminated?
A. Adversaries sort through trash to find information.

B. Adversaries use anomalous traffic patterns as indicators of unusual activity. They will employ other methods, such as
social engineering, to discover the cause of the noise.

C. Adversaries use movement patterns as indicators of activity.
D. Adversaries take advantage of a person\\'s trust and goodwill.

E. Seemingly, unimportant pieces of data may yield enough information to an adversary, for him to disseminate
incorrect information and sound authoritative.

Correct Answer: E

QUESTION 3

What type of document contains information on alternative business locations, IT resources, and personnel?
A. End-user license agreement

B. Nondisclosure agreement

C. Acceptable use policy

D. Security policy

E. Business continuity plan

Correct Answer: E
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QUESTION 4

A(n) is an abstract machine, which mediates all access subjects have to objects.

A. ACL

B. Reference monitor
C. State machine

D. TCB

E. Router

Correct Answer: B

QUESTION 5

To protect its information assets, ABC Company purchases a safeguard that costs $60,000. The annual cost to maintain
the safeguard is estimated to be $40,000. The aggregate Annualized Loss Expectancy for the risks the safeguard is
expected to mitigate is $50,000. At this rate of return, how long will it take ABC Company to recoup the cost of the
safeguard?

A. ABC Company will never recoup the cost of this safeguard.

B. Less than 7 years

C. Less than 3 years

D. Less than 1 year

E. Less than 5 years

Correct Answer: B
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