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QUESTION 1
intrusion-detection systems learn the behavior of a machine or network, and create a baseline.
A. Behavioral analysis
B. Statistical anomaly
C. Network
D. Pattern matching
E. Host

Correct Answer: B

QUESTION 2

Which of the following equations results in the Single Loss Expectancy for an asset?
A. Asset Value x % Of Loss From Realized Exposure

B. Asset Value x % Of Loss From Realized Threat

C. Annualized Rate of Occurrence / Annualized Loss Expectancy

D. Asset Value x % Of Loss From Realized Vulnerability

E. Annualized Rate of Occurrence x Annualized Loss Expectancy

Correct Answer: B

QUESTION 3
Internal intrusions are loosely divided into which categories? (Choose TWO.)

A. Attempts by insiders to perform appropriate acts, on information assets to which they have been given rights or
permissions.

B. Attempts by insiders to access resources, without proper access rights.
C. Attempts by insiders to access external resources, without proper access rights.

D. Attempts by insiders to perform inappropriate acts, on external information assets to which they have been given
rights or permissions.

E. Attempts by insiders to perform inappropriate acts, on information assets to which they have been given rights or
permissions.

Correct Answer: BE
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QUESTION 4

Which of the following is NOT a concern for enterprise physical security?
A. Network Intrusion Detection Systems

B. Social engineering

C. Dumpster diving

D. Property theft

E. Unauthorized access to a facility

Correct Answer: A

QUESTION 5

intrusion detection involves comparing traffic to known characteristics of malicious traffic, known as attack
signatures.

A. Pattern matching
B. Statistical anomaly
C. Behavioral analysis
D. Host

E. Network

Correct Answer: A
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