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QUESTION 1

Why should user populations be segmented?

A. To allow resources to be shared among employees

B. To allow appropriate collaboration, and prevent inappropriate resource sharing
C. To prevent appropriate collaboration

D. To provide authentication services

E. To prevent the generation of audit trails from gateway devices

Correct Answer: B

QUESTION 2

ABC Corporation\\'s network is configured such that a user must log in individually at each server and access control.
Which type of authentication is in use?

A. Role-based access control
B. Three-factor authentication
C. Single sign-on

D. Hybrid access control

E. Mandatory sign-on

Correct Answer: E

QUESTION 3
What is single sign-on? An authentication method:

A. that allows users to authenticate once, and then uses tokens or other credentials to manage subsequent
authentication attempts

B. that stores user credentials locally, so that users need only authenticate the first time, a local machine is used
C. requiring the use of one-time passwords, so users authenticate only once, with a given set of credentials.

D. that uses smart cards, hardware tokens, and biometrics to authenticate users; also known as three-factor
authentication

E. that requires users to re-authenticate for every resource accessed

Correct Answer: A
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QUESTION 4

A(n) is issued by senior management, and defines an organization\\'s security goals.

A. Records-retention procedure

B. Acceptable-use policy

C. Organizational security policy

D. Security policy mission statement
E. Service level agreement

Correct Answer: D

QUESTION 5

Which of the following are appropriate uses of asymmetric encryption? (Choose THREE.)
A. Authentication

B. Secure key-exchange mechanisms

C. Public Web site access

D. Data-integrity checking

E. Sneaker net

Correct Answer. ABD
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