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QUESTION 1

INFOSEC professionals are concerned about providing due care and due diligence. With whom should they consult,
when protecting information assets? 

A. Law enforcement in their region 

B. Senior management, particularly business-unit owners 

C. IETF enforcement officials 

D. Other INFOSEC professionals 

E. Their organizations\\' legal experts 

Correct Answer: E 

 

QUESTION 2

A(n) _______ occurs when intrusion-detection measures fail to recognize suspicious traffic or activity. 

A. False positive 

B. False negative 

C. CIFS pop-up 

D. Threshold 

E. Alarm 

Correct Answer: B 

 

QUESTION 3

_______________________________ occurs when an individual or process acquires a higher level of privilege, or
access, than originally intended. 

A. Security Triad 

B. Privilege aggregation 

C. Need-to-know 

D. Privilege escalation 

E. Least privilege 

Correct Answer: D 
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QUESTION 4

Public servers are typically placed in the _______, to enhance security. 

A. Restricted Entry Zone 

B. Open Zone 

C. Internet Zone 

D. Demilitarized Zone 

E. Public Entry Zone 

Correct Answer: D 

 

QUESTION 5

Which of these metrics measure how a biometric device performs, when attempting to authenticate subjects? (Choose
THREE.) 

A. False Rejection Rate 

B. User Acceptance Rate 

C. Crossover Error Rate 

D. False Acceptance Rate 

E. Enrollment Failure Rate 

Correct Answer: ACD 
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