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QUESTION 1

You find that Users are not prompted for authentication when they access their Web servers, even though you have
created an HTTP rule via User Authentication. Choose the BEST reason why.

A. Users must use the SecuRemote Client, to use the User Authentication Rule.

B. You checked the cache password on desktop option in Global Properties.

C. Another rule that accepts HTTP without authentication exists in the Rule Base.

D. You have forgotten to place the User Authentication Rule before the Stealth Rule.

Correct Answer: C

QUESTION 2

Jennifer McHanry is CEO of ACME. She recently bought her own personal iPad. She wants use her iPad to access the
internal Finance Web server. Because the iPad is not a member of the Active Directory domain, she cannot identify

seamlessly with AD Query. However, she can enter her AD credentials in the Captive Portal and then get the same
access as on her office computer. Her access to resources is based on rules in the R76 Firewall Rule Base.

To make this scenario work, the IT administrator must:
1) Enable Identity Awareness on a gateway and select Captive Portal as one of the Identity Sources.
2) In the Portal Settings window in the User Access section, make sure that Name and password login is selected.

3) Create a new rule in the Firewall Rule Base to let Jennifer McHanry access network destinations. Select accept as
the Action.

Ms. McHanry tries to access the resource but is unable. What should she do?

A. Have the security administrator select the Action field of the Firewall Rule "Redirect HTTP connections to an
authentication (captive) portal”

B. Install the Identity Awareness agent on her iPad
C. Have the security administrator reboot the firewall
D. Have the security administrator select Any for the Machines tab in the appropriate Access Role

Correct Answer: A

QUESTION 3

You receive a notification that long-lasting Telnet connections to a mainframe are dropped after an hour of inactivity.
Reviewing SmartView Tracker shows the packet is dropped with the error:

Unknown established connection
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How do you resolve this problem without causing other security issues? Choose the BEST answer.

A. Increase the service-based session timeout of the default Telnet service to 24-hours.

B. Increase the TCP session timeout under Global Properties > Stateful Inspection.

C. Create a new TCP service object on port 23 called Telnet-mainframe. Define a service-based session timeout of
24-hours. Use this new object only in the rule that allows the Telnet connections to the mainframe.

D. Ask the mainframe users to reconnect every time this error occurs.

Correct Answer: C

QUESTION 4

Where is the IPSO Boot Manager physically located on an IP Appliance?
A. On the platform\\'s BIOS

B. In the directory /nvram

C. On an external jump drive

D. On built-in compact Flash memory

Correct Answer: D

QUESTION 5
Which statement is TRUE about implicit rules?
A. You create them in SmartDashboard.

B. The Gateway enforces implicit rules that enable outgoing packets only.

C. Changes to the Security Gateway\\'s default settings do not affect implicit rules.

D. They are derived from Global Properties and explicit object properties.

Correct Answer: D
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