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QUESTION 1

A new server has been placed on the network. You have been assigned to protect this server using a packet-filtering
firewall. To comply with this request, you have enabled the following ruleset:

Rule Action |SRC IP DSTIP SRC |[DST [(Protocol
Number Port Port

1 Allow 192.168.10.0/24 |* 110 >1023 |TCP
2 Allow ' 192.168.10.024 |<1023 |110 TCP
3 Allow 192.168.10.0/24 <1023 |<1023 |TCP
4 Allow ' 192.168.10.024 [<1023 |<1023 |TCP

Which choice describes the next step to take now that this ruleset has been enabled?

A. From the internal network, use your Web browser to determine whether all internal users can access the Web
server.

B. From the internal network, use your e-mail client to determine whether all internal users can access the e-mail
server.

C. From the external network, use your Web browser to determine whether all external users can access the Web
server.

D. From the external network, use your e-mail client to determine whether all external users can access the e-mail
server.

Correct Answer: D

QUESTION 2
A security breach has occurred in which a third party was able to obtain and misuse legitimate authentication
information. After investigation, you determined that the specific cause for the breach was that end users have been

placing their passwords underneath their keyboards. Which step will best help you resolve this problem?

A. Discipline specific end users as object lessons to the rest of the staff and reset passwords on all systems
immediately.

B. Change all passwords on the company servers immediately and inform end users that their passwords will be
changing on a regular basis.

C. Set passwords to expire at specific intervals and establish mandatory continual training sessions.
D. Inform end users that their passwords will be changing on a regular basis and require more complex passwords.

Correct Answer: C
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QUESTION 3

You purchased a network scanner six months ago. In spite of regularly conducting scans using this software, you have
noticed that attackers have been able to compromise your servers over the last month. Which of the following is the
most likely explanation for this problem?

A. The network scanner needs to be replaced.

B. The network scanner is no substitute for scans conducted by an individual.

C. The network scanner has atrojan.

D. The network scanner needs an update.

Correct Answer: D

QUESTION 4

You have been asked to encrypt a large file using a secure encryption algorithm so you can send it via email to your
supervisor. Encryption speed is important. The key will not be transmitted across a network. Which form of encryption
should you use?

A. Asymmetric

B. PGP

C. Hash

D. Symmetric

Correct Answer: D

QUESTION 5

Which of the following is considered to be the most secure default firewall policy, yet usually causes the most work from
an administrative perspective?

A. Configuring the firewall to respond automatically to threats

B. Blocking all access by default, then allowing only necessary connections

C. Configuring the firewall to coordinate with the intrusion-detection system

D. Allowing all access by default, then blocking only suspect network connections

Correct Answer: B
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