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QUESTION 1

Click the Task button.

The Solaris 10 OS supports a number of password-related security controls, including minimum password length,

password aging, password history, password complexity rules, and password dictionary lookup.
Place each password control item next to its appropriate description.
Drag and drop question. Drag the items to the proper locations.

Select and Place:

Password Control Description Password Control Item
Prevents ¢ user from selecting a conmonly | |
used ward 53 & password '
Determines the minimum accsptable ength
o & user's password

Determines the minimum chaacter cass
requirerents for a user's passward

Dietermines howy often & User's ﬁ,' '
'jltwe.'t”uﬂ (SRR TR .

Preverits  user feom aebacmqa previously
used psssvard

Correct Answer:

Password Control Description Password Control Item

QUESTION 2

Solaris 10 includes the ability to lock a user\\'s account after a fixed number of failed login accounts. What is the

disadvantage of enabling this feature?
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A. Only login attempts using telnet are counted.

B. It can be used to enable a Denial-of-Service attack.

C. Entering a blank password will reset the failed login count.

D. It requires passwords to be stored in clear-text on the system.

Correct Answer: B

QUESTION 3

Which action can a system administrator with the solaris.smf.modify.sendmail authorization execute?
A. svcadm enable sendmail

B. svcadm refresh sendmail

C. svcadm disable sendmail

D. svccfg -s sendmail listprop

Correct Answer: D

QUESTION 4

Which command is used to configure auditing to track all arguments to an executed command?
A. audit -c ex +argv

B. audit -setpolicy -c ex

C. auditconfig -setpolicy +cnt

D. auditconfig -setpolicy +argv

Correct Answer: D

QUESTION 5

Which is a security concern when using IPsec encrypted tunnels?
A. data may be encrypted twice

B. attacker\\'s actions may be concealed

C. incompatible IPsec vendor applications

D. compatibility problems with client-side applications

Correct Answer: B
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