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QUESTION 1

A security administrator has a requirement to deploy the Solaris Security Toolkit onto all Solaris servers in the
department. In this environment, there are a variety of platforms and operating system versions deployed. Onto which
two platforms and operating system combinations can the Solaris Security Toolkit be deployed in a supported
configuration? (Choose two.)

A. x86, Solaris 2.4

B. x64, Solaris 9

C. x86, Solaris 10

D. SPARC, Solaris 2.6

E. SPARC, Solaris 8

Correct Answer: CE

QUESTION 2

To enforce security within your organization, access restrictions to systems must be applied. In particular, restrictions to
the telnet protocol must be configured. Which action must be taken to enable TCP wrappers for the telnet protocol?

A. svcadm tcp_wrappers start

B. svcadm enable tcp_wrappers

C. inetadm -m telnet=tcp_wrappers

D. inetadm -m telnet tcp_wrappers=true

Correct Answer: D

QUESTION 3

Company policy dictates that offsite backups need to be encrypted with 256-bit keys. The infrastructure is in place, so all
the administrator must do is select which algorithm to use for this operation. Which two algoritms can the administrator
choose? (Choose two.)

A. MD5

B. AES

C.DES

D. SHA1

E. 3DES

F. arcfour
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Correct Answer: BF

QUESTION 4

A site security policy dictates that all failed logins to critical systems must be logged and monitored. Which parameter
must be changed in /etc/default/login to enable this functionality?

A. SYSLOG

B. LOG_LOGIN_FAILURES
C. SYSLOG_LOG_FAILURES
D. LOG_SYSLOG_FAILURES
E. SYSLOG_FAILED_LOGINS

Correct Answer: E

QUESTION 5

A security administrator has created these "Restricted Commands" rights profiles in the /etc/security/exec_attr file that
will be assigned to a number of application developers: $ grep ""Restricted Commands" /etc/security/exec_attr
Restricted Commands:solaris:cmd:::/my/bin/progA:uid=yadm;gid=yadm Restricted Commands:
solaris:cmd:::/my/bin/progB:uid=vadm;gid=vadm Restricted Commands:solaris:cmd:::/my/bin/progC:uid=oamd;
gid=aadm Restricted Commands:solaris:cmd:::/my/bin/progD:uid=nadm;gid=badm Restricted Commands:
solaris:cmd:::/my/bin/progD:uid=nadm;gid=cadm Restricted Commands:solaris:cmd:::/my/bin/progD:uid=eadm;
gid=eadm Restricted Commands:solaris:cmd:::/my/bin/progD: As what UID and GID will the command /my/bin/progD
run when the command is executed as followed by an application developer who has been assigned the "Restricted
Commands" rights profile?

A. UID nadm and GID badm

B. UID nadm and GID cadm

C. UID eadm and GID eadm

D. UID and GID of the application developer

Correct Answer: A
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