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QUESTION 1

Which three are examples of network security mechanisms? (Choose three.)
A. IPsec

B. syslog

C. Kerberos

D. TCP Wrappers

E. Network File System

F. Basic Security Module

G. Role Based Access Control (RBAC)

Correct Answer: ACD

QUESTION 2

You are configuring a new system to be used as an intranet web server. After you have installed the minimal amount of
packages and patched the system, you added the appropriate web server packages (SUNWapch2r and SUNWapch2u).
By default, the web server daemon will be started using UID webservd and the basic privilege set. To comply with the
company\\'s policy of least privilege, you need to minimize the privileges that the web server will have. What will you
modify to specify the privileges that the web service will run with?

A. the PRIV_DEFAULT setting in /etc/security/policy.conf

B. the defaultpriv setting of webserverd in /etc/user_attr

C. the privileges property of the web service in the SMF repository

D. the privs property of the web service in /etc/security/exec_attr

Correct Answer: C

QUESTION 3

Your company is running a DNS test server on the internal network. Access to this server must be blocked by using IP
Filter. The administrator prefers that this access control is not obvious to someone trying to contact the server from the
outside. Which rule implements the access control but hides the use of IP Filter to the outside?

A. pass in quick on eri0 from 192.168.0.0/24 to any

B. block in quick proto udp from any to any port = 53

C. pass out quick on eriO proto icmp from 192.168.1.2 to any keep state

D. block return-icmp(port-unr) in proto udp from any to 192.168.1.2 port = 53
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Correct Answer: D

QUESTION 4

Click the Exhibit button.

Ausrdbinscancel £ nonme 4511 root lp 131688 5124
114652661 SUHWpou

“usr /bin lp £ none 4511 root 28148 12979 1146352662
SUHWpcu

Kuarfh:.nflpset f nons 4511 #Bct lp 12304 48630
Ll4BZ52662 SUNYpoU

susr/binlpstat {f none {’ti roobt Llp 27528 156850
1146552662 SUNWpou

usr/shin/lpnave f nnﬁe 4511 root 1p 12336
1146352663 STNWpou

A system administrator needs to minimize a freshly installed Solaris system. After verifying that the correct metacluster
is installed, the administrator tries to further minimize the number of installed set-uid binaries. After inspection, the
administrator finds a number of printing related binaries, reviewing the relevant contents of the /var/sadm/install/contents
file. What is the correct command to remove these set-uid binaries in a supported way?

A. pkgrm SUNWpcu

B. rm /usr/bin/cancel /usr/bin/Ip /usr/bin/lpset /usr/bin/lpstat /usr/bin/lpmove

C. chmod u-s /usr/bin/cancel /usr/bin/lp /usr/bin/lpset /usr/bin/Ipstat /usr/bin/lpmove

D. chmod u-x /usr/bin/cancel /usr/bin/lp /usr/bin/Ipset /usr/bin/lpstat /usr/bin/lpmove

Correct Answer: A

QUESTION 5

Which action can a system administrator with the solaris.smf.modify.sendmail authorization execute?
A. svcadm enable sendmail

B. svcadm refresh sendmail

C. svcadm disable sendmail

D. svccfg -s sendmail listprop

Correct Answer: D
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