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QUESTION 1

Your company has implemented a policy that states that accounts should become unavailable if they have not been
used in 21 days. How is account inactivity calculated in Solaris if no naming service is used?

A. an entry in the /var/adm/lastlog file

B. the last user entry in the /var/adm/wtmpx file

C. the password timestamp in the /etc/shadow file

D. the number of days since the user\\'s last password change

Correct Answer: A

QUESTION 2

The security administrator has been tasked to design a minimally installed centralized logging server. The administrator
needs to examine the packages included in the Solaris installation clusters to determine which metacluster will be the
best starting installation for the planned configuration. In which file on the installation DVD can the adminstratior find the
packages associated with each metacluster?

A. mountpoint /.cdtoc

B. mountpoint /.install_config

C. mountpoint /Solaris_10/Product/.clustertoc

D. mountpoint /Solaris_10/Product/.packagetoc

Correct Answer: C

QUESTION 3

It is corporate practice to use the Solaris Security Toolkit on all Sun systems. This has been sucessfully done for years,
and the administrators are experienced with the tool. Starting with Solaris 10, the company now also uses Solaris
zones. Which two statements regarding Solaris Security Toolkit are correct? (Choose two.)

A. All minimization and hardening is done from the global zone.

B. The Solaris Security Toolkit should be run in the non-global zone after installation.

C. Configuration of the global zone does not impact hardening of the non-global zone.

D. Hardening and auditing with the Solaris Security Toolkit can be done within each individual zone.

Correct Answer: BD

QUESTION 4
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Which naming service does NOT support password expiration?
A. files

B. NIS

C. NIS+

D. LDAP

Correct Answer: B

QUESTION 5

You suspect that one of your systems has been compromised. You want to inspect the system\\'s binaries and kernel
modules by calculating hashes for them and comparing the hashes to the Solaris Fingerprint Database. What
prerequisite step should you take before generating the hashes?

A. Make sure that all users are logged out.

B. Bring the system down to single user level.

C. Shut down the system, and analyze the system\\'s disk on a trusted system.

D. Reboot the system into single user mode to make sure that any "Trojan horses" are terminated.

Correct Answer: C
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