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QUESTION 1

A customer needs to secure two virtual machines that are attached to the same segment. How can the customer
achieve network security using NSX Data Center?

A. Configure a distributed firewall rule

B. Move one of the virtual machines to a separate segment
C. Configure a physical firewall rule

D. Install a personal firewall on each virtual machine

Correct Answer: A

QUESTION 2

A customer is planning to utilize NSX-T Data Center security services while maintaining current security services
providers.

Which two features can help the customer achieve this kind of integration? (Choose two.)
A. Guest Introspection

B. Distributed Firewall

C. Network Introspection

D. Gateway Firewall

E. Intrusion Detection

Correct Answer: BE

QUESTION 3

Which security services are natively provided by NSX-T Data Center?
A. Network introspection

B. Endpoint protection

C. Distributed IDS

D. Anti-virus protection

Correct Answer: B

QUESTION 4
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What is one way to access the NSX Manager?
A. vSphere Client with a supported browser

B. NSX Ul with a supported browser

C. NSX Manager via Telnet

D. NSX Manager through a dedicated fat client
Correct Answer: B

Reference: https://docs.vmware.com/en/VMware-NSX-Data-Center-for-vSphere/6.4/ com.vmware.nsx.admin.doc/GUID-
CE5C4FD1-CFA7-49F3-B170-BC08CC15A9FB.html

QUESTION 5

Given this exhibit:

[J Name D Sources Destinations Services  Profiles Applied to Action
[J  Block SSH Traffic (1) Category: LOCAL GATEWAY o
Block SSH Any App-Servers SSH None TO-GW-01 Drop w &
DB-Servers
- Web-Servers

Which statement is true about the firewall rule?

A. It is a distributed firewall applied to App-Servers, DB-Servers and Web-Servers that rejects traffic on port 22.
B. It is a gateway firewall applied to a Tier-1 gateway that rejects traffic on port 22.

C. Itis a distributed firewall applied to App-Servers, DB-Servers and Web-Servers that drops traffic on port

22.

D. It is a gateway firewall applied to a Tier-0 gateway that drops traffic on port 22.

Correct Answer: C
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