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QUESTION 1

A penetration test has been performed against the NetScaler Gateway virtual IPs (vIPs) resulting in the 

SSL RC4-based ciphers being flagged. 

What should the administrator do to address the vulnerability? 

A. Remove all the SSL ciphers from the virtual server. 

B. Assign Cipher Group \\'ALL\\' to the NetScaler virtual server. 

C. Assign Cipher Group \\'HIGH\\' to the NetScaler virtual server. 

D. Assign Cipher Group \\'DEFAULT\\' to the NetScaler virtual server. 

Correct Answer: C 

 

QUESTION 2

Scenario: Three Web Interface sites are configured on different servers in a farm. The administrator wants 

to ensure that users are always able to access their applications through the Citrix Receiver. 

How can the administrator configure the Web Interface sites to meet this requirement? 

A. Enable site redirection for the sites. 

B. Configure backup URLs for the sites. 

C. Configure the direct access method for the sites. 

D. Configure the \\'bypass any failed server for\\' setting for the sites. 

Correct Answer: B 

 

QUESTION 3

Scenario: Authentication through a NetScaler Gateway is NOT functioning for all users. A Citrix 

Administrator needs to ensure that user authentication events are being sent to the external corporate 

logging server. 

Where should the administrator go in the NetScaler Configuration Utility to meet this requirement? 

A. Policies > Auditing > Nslog 

B. Policies > Auditing > Syslog 

C. Policies > Authentication > Local 
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D. Policies > Authentication > LDAP 

Correct Answer: B 

 

QUESTION 4

An administrator plans to configure single sign-on with smart card on NetScaler. What should the administrator
configure to use smart cards in the environment? 

A. Smart Card middleware 

B. Delegation on Active Directory 

C. Secure LDAP on the Domain Controller 

D. Web Interface on the Domain Controller 

Correct Answer: B 

 

QUESTION 5

Scenario: A Citrix Administrator is required to set up SSL Offloading for all virtual servers. External 

communication will come in as HTTPS traffic. Communication from the NetScaler to backend web servers 

will be over HTTP. 

In which two ways can the administrator set the protocol to meet the requirements? (Choose two.) 

A. Service TypE. SSL 

B. Service TypE. TCP 

C. Service TypE. HTTP 

D. virtual Server TypE. SSL 

E. virtual Server TypE. HTTP 

F. virtual Server TypE. SSL TCP 

Correct Answer: CD 
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