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QUESTION 1

Scenario: A Citrix Engineer has enabled learning on Application Firewall for all the Security checks on a basic profile
that is configured in a production environment. However, after a few hours, the Application Firewall has stopped learning
new data. 

What is causing the issue? 

A. The learning database is limited to 20 MB in size and needs a reset. 

B. Application Firewall learning can only be enabled for an advanced profile. 

C. Application Firewall learning should only be enabled on Start URL. 

D. All the Security checks CANNOT be enabled simultaneously. 

Correct Answer: A 

 

QUESTION 2

Scenario: A Citrix Engineer needs to configure an Application Firewall policy for an online shopping website called
"mycompany.com". As a security measure, the shopping cart application is hosted on a separate directory "/mycart" on
the backend server. The engineer configured a profile to secure the connections to this shopping cart and now needs to
ensure that this profile is allied to all incoming connections to the shopping cart. 

Which policy expression will accomplish this requirement? 

A. http.req.url. contains("/mycart") and http:req.url.hostname.eq("mycompany.com") 

B. http.req.url. contains("/mycart") || http:req.url.hostname.eq("mycompany.com") 

C. http.req.header ("url").contains ("/mycart") || http.req.url.contains ("mycompany.com") 

D. http.req.header ("url").contains ("/mycart") andand http:req.url.contains ("mycompy.com") 

Correct Answer: A 

 

QUESTION 3

Scenario: A Citrix Engineer has deployed Front-end Optimization on NetScaler. Below is the snippet of the content
before and after optimization. 

Before Optimization: 
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After Optimization: 

Which optimization technique has been applied to the content? 

A. CSS Minify 

B. CSS Combine 

C. CSS Move to Head Tag 

D. CSS Make Inline 

Correct Answer: D 
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QUESTION 4

Scenario: A Citrix Engineer configured an HTTP Denial-of-Service (DoS) protection policy by setting the Surge Queue
depth to 300. The surge queue reaches a size of 308, triggering the NetScaler "attack" mode. The HTTP DoS window
mechanism is left at the default size which, when reached, will trigger "noattack" mode. 

Which queue depth value must the Surge Queue be to trigger the "no-attack" mode? 

A. size should be less than 280. 

B. size should be 300. 

C. size should be 290. 

D. size should be between 280 and 300. 

Correct Answer: A 

 

 

QUESTION 5

Which two security checks invoke sessionization? (Choose two.) 

A. CSRF Form Tagging 

B. Field Formats 

C. Form Field Consistency 

D. HTML Cross-Site Scripting 

Correct Answer: AC 
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