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QUESTION 1

Scenario: A Citrix Engineer has deployed four NetScaler MPXs with the following network configuration:
-Management traffic is on VLAN 5 (NSIP).

-Application and server traffic is on VLAN 10 (SNIP).

The engineer added the NetScaler Management and Analytics System (NMAS) interface to VLAN 10 to deploy a NMAS
High Availability (HA) pair to manage and monitor the applications and virtual servers. After doing so, the engineer is
NOT able to see the NetScaler or applications that need to be managed.

How can the engineer resolve the issue?

A. Configure VLAN 5 as NSVLAN 5

B. Move the NMAS interface to VLAN 5

C. Configure VLAN 5 as NSSYNC VLAN

D. Bind SNIP to VLAN 5

Correct Answer: A

QUESTION 2

A Citrix Engineer needs to configure an application firewall profile to ensure that the images uploaded on the website
are NOT malicious. The engineer needs to create a policy to filter the upload requests and ensure that they are in JPEG
format.

Which expression can the engineer use to fulfill this requirement?

A. http.reqg.url.endswith (".jpeg) and and http.req.method.eq (POST)

B. http.req.url.contains (".jpeg) and and http.req.method.eq (GET)

C. http.req.url.endswith (".jpeg) || http.req.method.eq (GET)

D. http.reg.header ("Content-Type").contains ("image/jpeg") || http.req.method.eq(POST)

Correct Answer: D

QUESTION 3

A Citrix Engineer has configured SQL Injection security check to block all special characters.
Which two requests will be blocked after enabling this check? (Choose two.)

A. Citrix; Sqltest

B. 175// OR 1//=1/1
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C. Citrix" OR "1"="1
D. Citrix OR 1=1
E. 175\\' OR "1\\'= "1\

Correct Answer: AB

QUESTION 4

Which two threats can be prevented by using IP Reputation? (Choose two.)
A. Trojan horses

B. Phishing Proxies

C. Worm

D. Compromised IPv6 web-server

E. Compromised IPv4 web-server

Correct Answer: BE

QUESTION 5

Scenario: A Citrix Engineer configures an Application Firewall HTML SQL Injection Check and sets it to BLOCK and to
use SQLSpICharANDKeyword as the SQL injection type. The engineer checks the logs and finds that nothing is being
blocked.

What can be the cause of the Application Firewall failing to block the attack?

A. The request contains SQL Wildcard Characters.

B. The request neither contains SQL Special Characters nor keywords.

C. The request only contains SQL Special Characters.

D. The request only contains SQL keywords.

Correct Answer: B
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