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QUESTION 1

Scenario: A Citrix Engineer has configured a Denial-of-Service (DoS) protection on the NetScaler and found that client
TCP connections are failing. After taking a packet trace, the engineer notices that the first packet was dropped and that
the NetScaler terminated the connection due to DoS protection being enabled.

What step can the engineer take to resolve the client connection failure?

A. Enable the SYN COOKIE mechanism.

B. Enable Denial-of-Service TCP connections.

C. Disable the SYN COOKIE mechanism.

D. Change the services from TCP to HTTP.

Correct Answer: A

QUESTION 2

Scenario: A Citrix Engineer must enable a cookie consistency security check and ensure that all the session cookies get
encrypted during the transaction. The engineer needs to ensure that none of the persistent coolies are encrypted and
decrypted and decrypt any encrypted cookies during the transaction.

Which cookie consistency security feature will the engineer configure in the following configuration to achieve the
desired results?

add appfw profile Test123 —startURLAction none- denyURLAction nonecookieConsistencyAction log —
cookieTransforms ON —cookieEncryption ecryptSessionOnly—addCookieFlags httpOnly — crossSiteScriptingAction
none- SQLInjectionAction log stats—SQLInjectionTransfrormSpecialChars ON-SQLInjectionCheckSQLWildChars
ON-fieldFormatAction none —bufferOverflowAction none — responseContentType “application/octet-stream”-
XMLSQLInjectionAction none —XMLXSSAction none-XMLWSIAction none- XMLValidationAction none

A. Configure Encrypt Server cookies to "Encrypt All"

B. Configure Encrypt Server cookies to "None"

C. Configure Encrypt Server cookies to "Encrypt Session Only"

D. Configure Encrypt Server cookies to "Encrypt only"

Correct Answer: B

QUESTION 3

Scenario: A Citrix Engineer observes that when going through NetScaler, user connections fail and users are unable to
access Exchange server. However, users can connect directly to the Exchange server. After checking the logs, the
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engineer finds that the POST request is blocked through the NetScaler.
The log in/ var/log/ns.log is as follows:

Jul 20 11:00: 38 x.x.x. 1 07/20/2017:11:00:38 GMT ns 0-PPE-0:APPFW AF_400_ RESP 29362 0: x.x.x.1
439800-PPEO- urlwdummy

https://test.abc.com/rpc/rpcproxy.dil?mail.sfmta.com:6004 Bad request headers. Content- length exceeds post body limit

Which parameter can the engineer modify to resolve the issue while maintaining security?
A. Increase the Maximum Header Length under nshttp_default_profile.
B. Increase the POST body limit using the HTTP profile.

C. Add an Application Firewall policy with the expression "HTTP.REQ.METHOD.EQ(\ "POST"\)" with APPFW_BYPASS
profile bound.

D. Increase the POST body limit under common settings in Application Firewall profile settings.

Correct Answer: D

QUESTION 4

Scenario: A Citrix Engineer has configured the Signature file with new patterns and log strings and uploaded the file to
Application Firewall. However, after the upload, the Signature rules are NOT implemented.

What can the engineer modify to implement Signature rules?

A. The Signature update URL should have an older version than the one on Application Firewall.
B. The new Signature file should have new ID and version number.

C. The NetScaler version should be upgraded before upgrading the signatures.

D. The Signature upgrade will take effect only after a restart.

Correct Answer: D

QUESTION 5

In PCRE, the only characters assumed to be literals are (Choose the correct option to complete the
sentence.)

A A-Z
B.a-z, A-Z
C.az A-Z, 0-9

D.0-9
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Correct Answer: B
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