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QUESTION 1

Which statement is true about interface link-state on the NetScaler?

A. Interface link-state is controlled by ifconfig in BSD.

B. Interface link-state is dependent on the HAMON setting.

C. Interface link-state CANNOT be brought down from the NetScaler.

D. Interface link-state on both appliances is unaffected by the force failover command.

Correct Answer: C

QUESTION 2

Which step is required to ensure that SSL traffic is passed through the NetScaler to backend services without
processing SSL on the NetScaler appliance?

A. Create a service group of type SSL.

B. Create a service group of type HTTP.

C. Bind an SSL certificate to a service group.

D. Bind an SSL certificate to the virtual server

E. Create a service group of type SSL_BRIDGE.

Correct Answer: E

QUESTION 3
Scenario: An engineer has three subnets configured on a NetScaler appliance. The engineer must only allow a certain
group of users to access a virtual server on the appliance. The IT Manager requires that all rules are flexible and can be

easily modified for ease of administration.

How could the engineer allow certain groups to access the virtual server while still being able to modify the setting in the
future?

A. Add a Simple ACL.

B. Disable USNIP Mode.

C. Create an Extended ACL.

D. Add a Host Route to the virtual server.

Correct Answer: C
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QUESTION 4

Which type of authentication server could an engineer configure in order to provide the use of RSA token authentication
as a permitted authentication method to access a AAA Virtual Server?

A. LDAP

B. SAML

C. RADIUS

D. Negotiate

Correct Answer: C

http://support.citrix.com/article/CTX127543

This document describes how to configure Access Gateway 5.0 for authentication against an RSA SecurelD

Authentication server. It describes the configuration required in both the Access Gateway and the RSA server for
various deployment topologies.
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Within the RSA Authentication Manager console, choose Agent Host > Generate Configuration Files and select for One
Agent Host, and choose the Agent Host created in step 1 and save the generated sdconf.rec file.
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If using RSA 7.1

Open the RSA Security Console and navigate to Access > Authentication Agents > Add New. Enter the name and IP
Address of the Access Gateway, and set Agent type to Standard Agent.

Save this new agent.

Authentication Agent Rasics
[T Hostrare: T & mgsampartnet resohve P |
' Emisting nnde: —Cheose Dne— -
5] 1 Address: " 172.15.18.90
| Resoh/e HostnEme u
] Frotect IP Adoress: mﬁmuﬂ:ummgsmm from Lnassigning 1P addrecs
1] fll=rste P &cdeszes: T addes
add B [ update B
-
Rl
Authentication Agent Attributes
Apent Type: Standard Apent
[T Omabi=d |ﬁ|;mre daabled
[ AgentMay be Acczssed by @ ysers
7 Oty members of user groups granted cress o thin agent
[ Authartication Manager Contact Lat: & g tometicaly ssmign sutomatic contsct l=k Fom nstence et responds frst
O vamaly sssion contactlist; [ rEa7Lamec e [automatc) - |
Trusted Rezlm Settings
1f the degloyment uses irusted rezles, speofy which trusted users can access the authenboation agent.
[ Trusted Realm Authenicaton: "I enable Trusted fioeim Authentontian

[ canca .| Save ﬂ | save = Add Angthar n

Frestelst fPOOOT . WA D A Sarvnit T B fnhte rosoriee

Select Access > Authentication Agents > Generate Configuration File and generate the configuration file. There is no
option to generate a configuration file for a single host in RSA 7.1. Save and extract the sdconf.rec from the generated
zip file.
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Log on to the Access Gateway AdminLogonPoint and go to Authentication Profiles to create an RSA authentication
profile. Browse to the generated sdconf.rec file on your computer to upload it on the Appliance, and save the profile.
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Additional Notes for Creating the Agent Record in RSA. The details entered into the Agent Host configuration are
specific, and depend on the deployment configuration of your Access Gateway. The following are the different
deployment methods and the associated configuration within the RSA Agent:

Access Gateway is a non-HA deployment in one-arm mode. Network Address: IP address of Access Gateway Access
Gateway is a non-HA deployment in two-arm mode, traffic to the RSA server is through the

interface with the Internal role

Network Address: IP address of the interface with the Internal role Access Gateway is a non-HA deployment in two-arm
mode, traffic to the RSA server is through the interface with the External role. Network Address: IP address of the
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interface with the Internal role Secondary Nodes: IP address of the

interface with the External role Access Gateway is in an HA deployment in one-arm mode Network

Address: The HA Virtual IP address Secondary Nodes: The physical IP addresses of both Access Gateways Access
Gateway is in an HA deployment in two-arm mode, traffic to the RSA server is through the interface marked as
INTERNAL

Network Address: The HA Internal virtual IP address

Secondary Nodes: The physical IP addresses of the interfaces with the Internal role on both Access Gateways Access
Gateway is in an HA deployment in two-arm mode, traffic to the RSA server is through the

interface marked as EXTERNAL Network Address: The HA Internal virtual IP address
Secondary Nodes: The physical IP addresses of the interfaces with the External role on both Access Gateways

*In RSA 7.1 Secondary Nodes have been renamed to Alternate IP Addresses in the Authentication Agent configuration.

QUESTION 5

Traffic to which destination is sourced from the NetScaler IP (NSIP) by default?
A. NTP servers

B. Clients on the Internet

C. Load-balanced web services

D. Load-balanced authentication services

Correct Answer: A
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