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QUESTION 1

Scenario: A Citrix Architect needs to design a new NetScaler Gateway deployment to provide secure RDP access to
backend Windows machines.

Click the Exhibit button to view additional requirements collected by the architect during the design discussions.

User experience Once the user authenticates, they should be directed
to a custom home page with the available RDP
bookmarks. When a bookmark 1s clicked, an RDP
connection to the backend machine will be

established.

Additional considerations Ensure that users can receive the most optimal RDP
connection to backend machines located in different
locations.

To meet the customer requirements, the architect should deploy the RDP proxy through using a,

solution. (Choose the correct option to complete the sentence.)
A. CVPN: single gateway

B. CVPN, stateless gateway

C. ICAProxy: single gateway

D. ICAProxy; stateless gateway

Correct Answer: C

QUESTION 2
Scenario: A Citrix Architect has deployed Authentication for the SharePoint server through NetScaler. In order to ensure
that users are able to edit or upload documents, the architect has configured persistent cookies on the NetScaler

profile.

Which action should the architect take to ensure that cookies are shared between the browser and non-browser
applications?

A. The time zone should be the same on the NetScaler, client, and SharePoint server.

B. The SharePoint load-balancing VIP FQDN and the AAA VIP FQDN should be in the trusted site of the client browser.
C. The Secure flag must be enabled on the cookie.

D. The cookie type should be HttpOnly.

Correct Answer: B
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Reference: https://support.citrix.com/article/CTX209054

QUESTION 3

Which parameter indicates the number of current users logged on to the NetScaler gateway?
A. ICA connections

B. Total Connected Users

C. Active user session

D. Maximum User session

Correct Answer: C

QUESTION 4

Scenario: A Citrix Architect needs to assess an existing NetScaler configuration. The customer recently found that
members of certain administrator groups were receiving permissions on the production NetScaler appliances that do
NOT align with the designed security requirements.

Click the Exhibit button to view the configured command policies for the production NetScaler deployment.
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The “NetScalerAdmins” group should have full access except shell and user configs.
The "Level2Support” group should have read-only access, except for enable/disable
SETVErs/services

The “NetScalerArchitect™ user, which 1s part of the “NetScalerAdmins™ group, should
have full access.

the “Level?Manager™ user, which is part of the “Level?Support™ group, should have
full access except set'unset S5L and configurations.

Name

Ttem 1

Type
Command
Policy

Bind Point
“NetScaler Admins™
Eroup

ALLOW

Commands Spec

Al shell)(Msfip)(Msep)
(Mbarch) (Msource)

(M *superuser) (7! "nstoot)
(Mshow's+system's+{user
cmdPolicy) (M (set | add |
rm | create | export | kall)
wsrsystem) (Tunbind
bind)\s+system)s+{user
group))

(M diff s+ns's+ns's+config)
(M'\S+\s+ne's+partitition) ™

Ttem 2

Command
Policy

“WNetScaler™ group

DENY

]

Ttem 3

Command
Policy

“Level2Support™
group

ALLOW

(rmain. *)( Ashow's—
{(MNsystem)( 7| configstatus)
(Mnsns'.conf) (?'ns
savedconfig) (7ns
runmngConfig)
(MeslbrunningConfig)
(Maudit messages)
{Mtechsupport).™) |
(nstat*) | (A({enable |
disable) (server |
service ), ™)

Trem 4

Commangd
Policy

“LevellSupport”
group

DENY

L]

Ttem 5

Commaned
Policy

"NetScalerArchitect™
User

ALLOW

Item &

Command
Policy

“Level2Manager”
User

ALTLOW

(rmain *) | { rchow's+
{Msystem) (?!configstatus)
(Mnens\ conf) (?'ns
savedconfig) (M'ns
runningConfig)

(M gslbrunmingConfig)
(Maudit messages)
(Mrechsupport) *) |
(Astar.*)
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To align the command policy configuration with the security requirements of the organization, the for
should change. (Choose the correct option to complete the sentence.)

A. command spec; item 3
B. priority; Item 5
C. action; Item 1
D. priority; Item 2
E. action; Item 4
F. command spec; Item 6

Correct Answer: D

QUESTION 5

Scenario: A Citrix Architect needs to design a new multi-datacenter NetScaler deployment. The customer wants
NetScaler to provide access to various backend resources by using Global Server Load Balancing

(GSLB) in an Active-Active deployment.

Click the Exhibit button to view additional requirements identified by the architect.

¢ Users should bz directed to the nearest available datacenter when they initiate a
connection to a backend resource.
® The nearest datacenter should be determined by the least Time to First Byte (TTEB)

among all the evailable services, as evidenced by response code 200.

* Services with fewer active conrections should also be prioritized.

Which GSLB algorithm or method should the architect use for the deployment, based on the stated requirements?

A. Dynamic round trip time (RTT)

B. Least response time

C. Static proximity

D. least connection

E. Least packets

F. Source IP hash

Correct Answer: B

Reference: https://docs.citrix.com/en-us/netscaler/12/global-server-load-balancing/methods/configuringalgorithm-based-

methods.html
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