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QUESTION 1

You are asked to create a user that will access programmatic endpoints in Oracle Cloud Infrastructure. The user must
not be allowed to authenticate by username and password. Which two authentication options can you use? (Choose
two.) 

A. PEM Certificate file 

B. Auth tokens 

C. API signing key 

D. Windows password 

E. SSH key pair 

Correct Answer: BC 

 

QUESTION 2

You have successfully configured identity federation between Oracle Cloud Infrastructure (OCI) and Oracle Identity
Cloud Services (IDCS). A new project manager wants access to OCI for her team and provides the name of an existing
group within IDCS to use when granting access. 

How do you configure federation to allow the project team access to OCI resources? 

A. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new policy in IDCS and reference
the name of the IAM group. 

B. Create a new Identity and Access Management (IAM) policy in OCI and reference the name of the IDCS group in
each policy statement. 

C. Create a new compartment in OCI with the same name as the existing IDCS group. Create an IAM policy that
references the new compartment and the name of the IDCS group. 

D. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new IAM policy and reference the
name of the IAM group in each policy statement. 

Correct Answer: D 

 

 

QUESTION 3

You have one database-style application that frequently makes many random reads and writes across the dataset.
Which storage offering supports this application? 

A. Object Storage Service 

B. Archive Storage Service 
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C. File Storage Service 

D. Block Storage Service 

Correct Answer: D 

 

QUESTION 4

A customer has launched a compute Instance in the Virtual Cloud Network (VCN), which has an Internet gateway, a
service gateway, a default security lists and a default route table. Customer has opened up Port 22 in the security lists
attached to the compute instance subnet, however is still unable to connect to compute instances using ssh. 

Which option would remedy this situation? 

A. Modify the route table associated with the VCN subnet in which the instance resides. Add a following route to the
route table. Destination CIDR: 0.0.0.0/0 Target: Internet Gateway (IGW) 

B. Modify the security list associated with the VCN subnet in which the instance resides. Add a stateful egress rule to
allow icmp traffic in addition to the port 22. 

C. Modify the route table associated with the VCN subnet in which the instance resides. Add a following route to the
route table. Destination CIDR: 0.0.0.0/0 Target: Dynamic Routing Gateway (DRG) 

D. Modify the route table associated with the VCN subnet in which the instance resides. Add a following route to the
route table. Destination CIDR: 0.0.0.0/0 Target: Service Gateway (SGW) 

Correct Answer: A 

You create an internet gateway in the context of a specific VCN. In other words, the internet gateway is automatically
attached to a VCN. However, you can disable and re-enable the internet gateway at any time. 

For traffic to flow between a subnet and an internet gateway, you must create a route rule accordingly in the subnet\\'s
route table (for example, destination CIDR = 0.0.0.0/0 and target = internet gateway). If the internet gateway is disabled,
that means no traffic will flow to or from the internet even if there\\'s a route rule that enables that traffic. 

For the purposes of access control, you must specify the compartment where you want the internet gateway to reside. If
you\\'re not sure which compartment to use, put the internet gateway in the same compartment as the cloud network. 

 

QUESTION 5

You must implement a backup solution for your Autonomous Data Warehouse (ADW) that will enable you to restore
data as old as one year with a recovery point objective (RPO) of 10 days. Which database backup strategy would you
select? 

A. Take weekly manual backups to supplement the automated backups and preserve them for 12 months. 

B. Use the automated backups. 

C. Take monthly manual backups to supplement the automated backups and preserve them for 12 months. 

D. Take quarterly manual backups to supplement the automated backups and preserve them for 12 months. 

Correct Answer: B 
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Oracle Cloud Infrastructure automatically backs up your Autonomous Databases and retains these backups for 60 days.
Automatic backups are weekly full backups and daily incremental backups. You can also create manual backups to
supplement your automatic backups. Manual backups are stored in an Object Storage bucket that you create, and are
retained for 60 days The retention period for manual backups is the same as automatic backups which is 60 days. So
we cannot preserve the backup for 12 months https://docs.oracle.com/en/cloud/paas/autonomous-data-warehouse-
cloud/user/backup-manual.html#GUID-D95E5D6A-C470-4A68-9545-CC99D937E7D1 
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