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QUESTION 1

A system administrator is ensuring that specific registry information is accurate. 

Which type of configuration information does the HKEY_LOCAL_MACHINE hive contain? 

A. file extension associations 

B. hardware, software, and security settings for the system 

C. currently logged in users, including folders and control panel settings 

D. all users on the system, including visual settings 

Correct Answer: B 

https://docs.microsoft.com/en-us/troubleshoot/windows-server/performance/windows- registry-advanced-users 

 

QUESTION 2

What is a benefit of agent-based protection when compared to agentless protection? 

A. It lowers maintenance costs 

B. It provides a centralized platform 

C. It collects and detects all traffic locally 

D. It manages numerous devices simultaneously 

Correct Answer: C 

Host-based antivirus protection is also known as agent-based. Agent-based antivirus runs on every protected machine.
Agentless antivirus protection performs scans on hosts from a centralized system. Agentless systems have become
popular for virtualized environments in which multiple OS instances are running on a host simultaneously. Agent-based
antivirus running in each virtualized system can be a serious drain on system resources. Agentless antivirus for virtual
hosts involves the use of a special security virtual appliance that performs optimized scanning tasks on the virtual hosts.
An example of this is VMware\\'s vShield. 

 

QUESTION 3

Which two components reduce the attack surface on an endpoint? (Choose two.) 

A. secure boot 

B. load balancing 

C. increased audit log levels 

D. restricting USB ports 
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E. full packet captures at the endpoint 

Correct Answer: AD 

 

QUESTION 4

Which process is used when IPS events are removed to improve data integrity? 

A. data availability 

B. data normalization 

C. data signature 

D. data protection 

Correct Answer: B 

 

QUESTION 5

Which list identifies the information that the client sends to the server in the negotiation phase of the TLS handshake? 

A. ClientStart, ClientKeyExchange, cipher-suites it supports, and suggested compression methods 

B. ClientStart, TLS versions it supports, cipher-suites it supports, and suggested compression methods 

C. ClientHello, TLS versions it supports, cipher-suites it supports, and suggested compression methods 

D. ClientHello, ClientKeyExchange, cipher-suites it supports, and suggested compression methods 

Correct Answer: C 
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