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Which element is included in an incident response plan as stated in NIST.SP800-617

A. security of sensitive information

B. individual approach to incident response
C. consistent threat identification

D. approval of senior management

Correct Answer: D

QUESTION 2

Refer to the exhibit.

No. Time Source Destination Protocol
1878 €.473353 173.37.145.84 10.0.2.15 TCE
19386 €.736855 173.37.145.84 10.0.2.13 HTTP
1987 €.736873  10.0.2.15 173.37.145.84 TCP
2317 7.245088 10.0.2.15 173.37.145.84 TrCP
2318 7.245192  10.0.2.15 173.37.145.84 HTTP
2321 7.246633  173.37.145.84  10.0.2.1% Tep
2322 7.246640 173.37.145.84 | 10.0.2.15 TCE
23323 T.24¢642 173.37.145.84 10.0.2.15 TCF
2542 7.512750 173.37.145.84  10.0.2.1% HTTP
2543 7.512781 10.0.2.15 173.37.145.84 TCE

Length
62
245

2376
1020
62
62
€2
442
26

Info

80-49522 [ACK| Seq=14404 Ack=2987 Win=€5535 Len=0
HTTE/1.1l 304 Not Modirfied

43522-80 [ACK| Seq=2987 Ack=14593 Win=59640 Len=0
[TCP segment of a reassembled EPDU]

GET /web/fw/ifntpagetag.qgif?js=15te=1476292607552.25€atc
80-49522 [ACK| Seq=14593 Ack=4447 Win=65535 Len=0
80449522 [ACK| Seq=14593 Ack=5907 Win=65535 Len=0
80-49522 [ACK| Seq=14593 Ack=6¢87L Win=65535 Len={
HTTE/1.1 200 OB (GIF89a)

45522-80 [ACK| Seq=6871 Ack=14975 Win=624£0 Len=0

Which packet contains a file that is extractable within Wireshark?

A. 2317
B. 1986
C. 2318
D. 2542

Correct Answer: D

QUESTION 3

Refer to the exhibit.

Date Flow Start Duration  Proto  Src IP Addr:Port Dst IP Addr:Port  Packets Bytes  Flows
2020-01-05 21:15:28.389  0.000 UDP 127.0.0.1:25678 — 192.168.0.1:20521 1 82 1
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Which type of log is displayed?
A. proxy

B. NetFlow

C.IDS

D. sys

Correct Answer: B

QUESTION 4

A company is using several network applications that require high availability and responsiveness, such that
milliseconds of latency on network traffic is not acceptable. An engineer needs to analyze the network and identify ways
to improve traffic movement to minimize delays. Which information must the engineer obtain for this analysis?

A. total throughput on the interface of the router and NetFlow records

B. output of routing protocol authentication failures and ports used

C. running processes on the applications and their total network usage

D. deep packet captures of each application flow and duration

Correct Answer: C

QUESTION 5

What ate two categories of DDoS attacks? (Choose two.)
A. split brain

B. scanning

C. phishing

D. reflected

E. direct

Correct Answer: DE
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