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QUESTION 1

If the Link Fault alarm is connected to the minor relay and the FCS Bit Error Rate alarm is connected to the major relay,
which commands will create an alarm profile called GigE with the alarms correctly mapped to the minor and major
relays? 

A. Switch(config)#alarm profile GigE Switch(config-alarm-prof)#alarm 1 4 Switch(config-alarm-prof)#relay major 4
Switch(config-alarm-prof)#relay minor 1 

B. Switch(config)#alarm profile GigE Switch(config-alarm-prof)#alarm 1 3 Switch(config-alarm-prof)#relay major 3
Switch(config-alarm-prof)#relay minor 1 

C. Switch(config)#alarm profile GigE Switch(config-alarm-prof)#alarm 1 3 Switch(config-alarm-prof)#relay major 1
Switch(config-alarm-prof)#relay minor 3 

D. Switch(config)#alarm profile GigE Switch(config-alarm-prof)#alarm 1 4 Switch(config-alarm-prof)#relay major 1
Switch(config-alarm-prof)#relay minor 4 

Correct Answer: A 

 

QUESTION 2

A shutdown in the cookie cutter machine was traced to a broken network cable. What are two reasons that explain why
using DLR is an appropriate choice for network resiliency? (Choose two) 

A. DLR is designed for single network operation at the machine level 

B. Moving to a linear topology will reduce the number of cables and so reduce risk of cable failure 

C. DLR is the only resiliency technology that is supported by CIP Safety 

D. Layer 2 resiliency protocols like REP and RSTP do not have a fast enough convergence time for motion control 

E. Half of the network traffic goes clockwise on the ring and the other half counter- clockwise, reducing by 50% the
impact of cable failure 

Correct Answer: AD 

 

QUESTION 3

A ProfiNET management system operator is unable to add a ProfiNET Conformance Class B device to a SIMATIC
management station. The device is connected to interface FastEthernet1/3. Based on the provided CLI output, which
statement is correct? 

switch#show profinet lldp Fa1/1 port-003-00000 On Fa1/2 port-004-00000 On Fa1/3 port-005-00000 Off Fa1/4
port-006-00000 Off Fa1/5 port-007-00000 On Fa1/6 port-008-00000 Off Fa1/7 port-009-00000 On Fa1/8 port-010-00000
Off 

A. LLDP has been disabled on this switch 

B. The connected device is not sending LLDP packets with ProfiNET extensions 
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C. The port label needs to be changed on interface FastEthernet 1/3 to "port-003-00000" 

D. ProfiNET is disabled on this switch 

Correct Answer: B 

 

 

QUESTION 4

What can be done to increase the security in depth in an industrial zone? 

A. Add additional disk storage to the IDS server 

B. Add specific SCADA signatures to the IDS server 

C. Create a high availability solution for the IDS server 

D. Place a \\'data diode\\' in front of the IDS server 

Correct Answer: B 

 

QUESTION 5

Given a ring topology, which loop prevention mechanism provides the fastest reconvergence time after a link failure? 

A. Rapid Per-VLAN Spanning Tree Protocol 

B. Resilient Ethernet Protocol 

C. Multiple Spanning Tree Protocol 

D. Spanning Tree Protocol 

Correct Answer: B 
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