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QUESTION 1

A ProfiNET management system operator is unable to see diagnostic information for a Cisco Industrial Ethernet switch
that has been added to a SIMATIC management station. Based on the provided CLI output, which statement is correct? 

switch# show profinet status 

State : Enabled Vlan : 201 Id : IE2000-Switch Connected : Yes ReductRatio : 128 GSD version : Mis-match 

A. The assigned ProfiNET VLAN is not valid and should be less than 100 

B. LLDP has been disabled on this switch 

C. The GSD file version on the switch does not match the GSD file version on the management station 

D. The Reduction Ration has been set too low 

Correct Answer: C 

 

 

QUESTION 2

Which in-depth approach is used when deploying defense in an industrial zone? 

A. Besides using a dedicated firewall / DMZ construction use an IOS based firewall on the WAN router connecting the
industrial site to the Internet. 

B. Use NTP to make sure that time stamps of log messages are synchronized such that you can do root cause
analysis. 

C. Deploy an IDS solution with knowledge about industrial protocols in the industrial zone in combination with a firewall. 

D. Use multiple firewalls from different vendors in such a way that network traffic will have to traverse both firewalls so
that security holes of one firewall is caught by the other firewall. 

Correct Answer: C 

 

QUESTION 3

What are the two most relevant factors in determining the class of administration that is required to maintain the
telecommunications infrastructure? (Choose two.) 

A. the size of the infrastructure 

B. the complexity of the infrastructure 

C. the age of the infrastructure 

D. the industry that the infrastructure supports 
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E. the physical environment of the infrastructure 

Correct Answer: AB 

 

QUESTION 4

What are three Cisco best practices for running I/O control traffic in a wireless environment? (Choose three) 

A. 3200 packets per second and 20% bandwidth for HMI and maintenance traffic. 

B. 2200 packets per second and 20% bandwidth for HMI and maintenance traffic 

C. I/O control traffic can be run on 2.4 or 5 GHZ channels 

D. I/O control traffic should be run on 5GHZ channels only 

E. Standard I/O RPIs less than 20ms are not practical for wireless media because the maximum latency and jitter
become comparable or greater than the RPI 

F. Standard I/O RPIs less than 10ms are not practical for wireless media because the maximum latency and jitter
become comparable or greater than the RPI 

Correct Answer: BDF 

 

QUESTION 5

Which selection is a reason why IGMP snooping should be configured on a switched network? 

A. IGMP snooping populates the snooping table with the results of DHCP requests and can be used by Dynamic ARP
Inspection to block IP spoofing attacks at Layer-2. 

B. IGMP snooping verifies the source IP address of every IPv4 packet to ensure that it hasn\\'t been originated from a
port different than its return path. 

C. IGMP snooping is used to filter ping requests and results to avoid overflowing the MAC address table of the switch. 

D. IGMP snooping allows a Layer-2 switch to limit the transmission of multicast frames to only the ports that have
members of the relevant IGMP group. 

Correct Answer: D 
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