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QUESTION 1

Regarding the Cisco CTA dashboard, what is the primary purpose of the "relative threat exposure"? 

A. Using a single pane, it quickly identifies, which device on the network is compromised. 

B. It provides an instant view into existing CnC channels within the network infrastructure. 

C. It answers the question, "Who has infiltrated the network?" 

D. It answers the question, "How is my organization doing as it relates to others?" 

E. It identifies which known CVE vulnerabilities are present within the configured network devices, included routers,
switches, and NGFWs. 

Correct Answer: D 

 

QUESTION 2

Which one of the following options describes the protocol and port that is used by DNS? 

A. TCP 53 

B. UDP 53 

C. UDP 53 and TCP 53 

D. any registered port 

Correct Answer: C 

 

QUESTION 3

Which option constitutes data loss for an analyst reviewing data from network sources? 

A. PNG... .data stores 

B. PMOCCMOC. .Z.User.Guide 

C. PK..1. .client.data... 

D. MS.Portal 

Correct Answer: C 

 

QUESTION 4

You discover that a foreign government hacked one of the defense contractors in your country and stole intellectual
property. In this situation, which option is considered the threat agent? 
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A. method in which the hack occurred 

B. defense contractor that stored the intellectual property 

C. intellectual property that was stolen 

D. foreign government that conducted the attack 

Correct Answer: D 

 

 

QUESTION 5

An attacker installs a rogue switch that sends superior BPDUs on your network. What is a possible result of this
activity? 

A. The switch could offer fake DHCP addresses. 

B. The switch could become the root bridge. 

C. The switch could be allowed to join the VTP domain 

D. The switch could become a transparent bridge. 

Correct Answer: B 
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