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QUESTION 1

How is confidentiality defined in the CVSS v3.0 framework?

A. confidentiality of the information resource managed by person due to an unsuccessfully exploited vulnerability
B. confidentiality of the information resource managed by a person due to a successfully vulnerability

C. confidentiality of the information resources managed by a software component due to a successfully exploited
vulnerability

D. confidentiality of the information resource managed by a software component due to an unsuccessfully exploited
vulnerability

Correct Answer: C

QUESTION 2

Which type of analysis shows what the outcome is as well how likely each outcome is?
A. exploratory

B. descriptive

C. probabilistic

D. deterministic

Correct Answer: D

QUESTION 3

Which of the following is not true about listening ports?

A. A listening port is a port held open by a running application in order to accept inbound connections.
B. Seeing traffic from a known port will identify the associated service.

C. Listening ports use values that can range between 1 and 65535.

D. TCP port 80 is commonly known for Internet traffic.

Correct Answer: B

QUESTION 4
Which identifies both the source and destination location?

A. IP address
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B. URL
C. ports
D. MAC address

Correct Answer: A

QUESTION 5

Which element is part of an incident response plan?
A. organizational approach to incident response

B. organizational approach to security

C. disaster recovery

D. backups

Correct Answer: A
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