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QUESTION 1

Which file is allocated with 32 bits? 

A. NTFS 

B. FAT32 

C. FAT 

D. EXT4 

Correct Answer: B 

 

QUESTION 2

Which CVSSv3 Attack Vector metric value requires the attacker to physically touch or manipulate the vulnerable
component? 

A. local 

B. physical 

C. network 

D. adjacent 

Correct Answer: B 

 

QUESTION 3

What is the process of remediation the network and systems and/or reconstructing so the responsible threat actor can
be revealed? 

A. Data analysis 

B. Assets distribution 

C. Evidence collection 

D. Threat actor distribution 

Correct Answer: D 

 

QUESTION 4

A CMS plugin creates two files that are accessible from the Internet myplugin.html and exploitable.php. A newly
discovered exploit takes advantage of an injection vulnerability in exploitable.php. To exploit the vulnerability, one must
send an HTTP POST with specific variables to exploitable.php. You see traffic to your webserver that consists of only
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HTTP GET requests to myplugin.html. Which category best describes this activity? 

A. weaponization 

B. exploitation 

C. installation 

D. reconnaissance 

Correct Answer: B 

 

 

QUESTION 5

At which stage attacking the vulnerability belongs in Cyber kill chain? 

A. Exploitation 

B. Reconnaissance 

C. Weaponization 

D. Delivery 

E. Installation 

F. Command and control (C2) 

G. Actions on objectives 

Correct Answer: A 
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