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QUESTION 1

Which technology can you implement to centrally mitigate potential threats when users on your network download files
that might be malicious?

A. Implement URL filtering on the perimeter firewall
B. Verify that are company IPS blocks all known malicious websites

C. Enabile file reputation services to inspect all files that traverse the company network and block files with low
reputation scores

D. Verify that antivirus software is installed and up to date for all users on your network

Correct Answer: C

QUESTION 2

What is the only permitted operation for processing multicast traffic on zone-based firewalls?

A. Stateful inspection of multicast traffic is supported only for the self zone

B. Stateful inspection for multicast traffic is supported only between the self-zone and the internal zone
C. Only control plane policing can protect the control plane against multicast traffic.

D. Stateful inspection of multicast traffic is supported only for the internal zone.

Correct Answer: C

QUESTION 3

Which command can you enter to verify the status of Cisco IOS Resilient Configuration on a Cisco router?
A. show binary file

B. secure boot-config

C. secure boot-image

D. show secure bootset

Correct Answer: D

QUESTION 4
How does the transparent firewall process traffic through the ASA?

A. The firewall permits IPv6 and IPv4 traffic from higher security interfaces to lower security interfaces without an ACL.
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B. The firewall permits Layer 3 traffic from lower security interfaces to higher security interfaces if a standard ACL is
configured on the lower security interface.

C. The firewall permits broadcast and multicast traffic from higher security interfaces to lower security interfaces without
an ACL.

D. The firewall requires ARPs to be inspected before they are allowed through the firewall.

Correct Answer: B

QUESTION 5

Which statement about command authorization and security contexts is true?

A. If command authorization is configured, it must be enabled on all contexts

B. The changeto command invokes a new context session with the credentials of the currently logged-in user

C. AAA settings are applied on a per-context basis

D. The enable_15 user and admins with changeto permissions have different command authorization levels per context
Correct Answer: B

The capture packet function works on an individual context basis. The ACE traces only the packets that belong to the
context where you execute the capture command. You can use the context ID, which is passed with the packet, to
isolate packets that belong to a specific context. To trace the packets for a single specific context, use the changeto
command and enter the capture command for the new context. To move from one context on the ACE to another
context, use the changeto command Only users authorized in the admin context or configured with the changeto feature
can use the changeto command to navigate between the various contexts. Context administrators without the changeto
feature, who have access to multiple contexts, must explicitly log in to the other contexts to which they have access.

http://www.cisco.com/c/en/us/td/docs/interfaces_modules/services_modules/ace/vA5_1_0/command/
reference/ACE_cr/execmds.html
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