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QUESTION 1

What IPSec mode is used to encrypt traffic between a server and VPN endpoint? 

A. tunnel 

B. Trunk 

C. Aggregated 

D. Quick 

E. Transport 

Correct Answer: E 

 

QUESTION 2

What can cause the state table of a stateful firewall to update? (choose two) 

A. when connection is created 

B. connection timer expired within state table 

C. when packet is evaluated against the inbound access list and is ... 

D. outbound packets forwarded to inbound interface 

E. when rate limiting is applied 

Correct Answer: AB 

Stateful inspection monitors incoming and outgoing packets over time, as well as the state of the connection, and stores
the data in dynamic state tables. This cumulative data is evaluated, so that filtering decisions would not only be based
on 

administrator-defined rules, but also on context that has been built by previous connections as well as previous packets
belonging to the same connection. 

Entries are created only for TCP connections or UDP streams that satisfy a defined security policy. 

In order to prevent the state table from filling up, sessions will time out if no traffic has passed for a certain period. These
stale connections are removed from the state table. 

https://en.wikipedia.org/wiki/Stateful_firewall 

 

QUESTION 3

Which term is most closely aligned with the basic purpose of a SIEM solution? 

A. Causality 
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B. Repuditation 

C. Non-Repudiation 

D. Accountability 

Correct Answer: D 

 

QUESTION 4

What is the effect of the given command sequence? 

A. It defines IPSec policy for traffic sourced from 10.10.10.0/24 with a desstination of 10.100.100.0/24 

B. It defines IPSec policy for traffic sourced from 10.100.100.0/24 with a destination of 10.10.10.0/24 

C. it defines IKE policy for traffic sourced from 10.10.10.0/24 with a destination of 10.100.100.0/24 

D. It defines IKE policy for traffic sourced from 10.100.100.0/24 with a destination of 10.10.10.0/24 

Correct Answer: A 

 

QUESTION 5

A. Remote peer was not able to encrypt the packet 

Correct Answer: A 
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