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QUESTION 1

Ryleigh, a system administrator, was instructed to perform a full back up of organizational data on a regular basis. For
this purpose, she used a backup technique on a fixed date when the employees are not accessing the system i.e., when
a service-level down time is allowed a full backup is taken.

Identify the backup technique utilized by Ryleigh in the above scenario.

A. Nearline backup

B. Cold backup

C. Hot backup

D. Warm backup

Correct Answer: B

QUESTION 2

Myles, a security professional at an organization, provided laptops for all the employees to carry out the business
processes from remote locations. While installing necessary applications required for the business, Myles has also
installed antivirus software on each laptop following the company\\'s policy to detect and protect the machines from
external malicious events over the Internet.

Identify the PCI-DSS requirement followed by Myles in the above scenario.

A. PCI-DSS requirement no 1.3.2

B. PCI-DSS requirement no 1.3.5

C. PCI-DSS requirement no 5.1

D. PCI-DSS requirement no 1.3.1

Correct Answer: C

QUESTION 3

An organization hired a network operations center (NOC) team to protect its IT infrastructure from external attacks. The
organization utilized a type of threat intelligence to protect its resources from evolving threats. The threat intelligence
helped the NOC team understand how attackers are expected to perform an attack on the organization, identify the
information leakage, and determine the attack goals as well as attack vectors.

Identify the type of threat intelligence consumed by the organization in the above scenario.

A. Operational threat intelligence

B. Strategic threat intelligence

C. Technical threat intelligence
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D. Tactical threat intelligence

Correct Answer: C

QUESTION 4

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the
operating system (OS) of a host. He used the Unkornscan tool to discover the OS of the target system. As a result, he
obtained a TTL value, which Indicates that the target system is running a Windows OS. Identify the TTL value Henry
obtained, which indicates that the target OS is Windows.

A. 64

B. 128

C. 255

D. 138

Correct Answer: B

QUESTION 5

Karter, a security professional, deployed a honeypot on the organization\\'s network for luring attackers who attempt to
breach the network. For this purpose, he configured a type of honeypot that simulates a real OS as well as applications
and services of a target network. Furthermore, the honeypot deployed by Karter only responds to preconfigured
commands.

Identify the type of Honeypot deployed by Karter in the above scenario.

A. Low-interaction honeypot

B. Pure honeypot

C. Medium-interaction honeypot

D. High-interaction honeypot

Correct Answer: A
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