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QUESTION 1

An active vulnerability scanner featuring high speed discovery, configuration auditing, asset profiling, sensitive data
discovery, and vulnerability analysis is called:

A. Nessus
B. CyberCop
C. EtherApe
D. nmap

Correct Answer: A

QUESTION 2

The Malicious code that is installed on the computer without user\\'s knowledge to acquire information from the user\\'s
machine and send it to the attacker who can access it remotely is called:

A. Spyware

B. Logic Bomb
C. Trojan

D. Worm

Correct Answer: A

QUESTION 3

Which of the following is NOT one of the techniques used to respond to insider threats:
A. Placing malicious users in quarantine network, so that attack cannot be spread

B. Preventing malicious users from accessing unclassified information

C. Disabling the computer systems from network connection

D. Blocking malicious user accounts

Correct Answer: B

QUESTION 4
Which of the following service(s) is provided by the CSIRT:

A. Vulnerability handling
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B. Technology watch
C. Development of security tools
D. All the above

Correct Answer: D

QUESTION 5

The sign(s) of the presence of malicious code on a host infected by a virus which is delivered via e-mail could be:
A. Antivirus software detects the infected files

B. Increase in the number of e-mails sent and received

C. System files become inaccessible

D. All the above

Correct Answer: D
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