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QUESTION 1

Authorized users with privileged access who misuse the corporate informational assets and directly affects the
confidentiality, integrity, and availability of the assets are known as:

A. Outsider threats
B. Social Engineers
C. Insider threats
D. Zombies

Correct Answer: C

QUESTION 2

The role that applies appropriate technology and tries to eradicate and recover from the incident is known as:
A. Incident Manager

B. Incident Analyst

C. Incident Handler

D. Incident coordinator

Correct Answer: B

QUESTION 3

A living high level document that states in writing a requirement and directions on how an agency plans to protect its
information technology assets is called:

A. Information security Policy

B. Information security Procedure
C. Information security Baseline
D. Information security Standard

Correct Answer: A

QUESTION 4
The typical correct sequence of activities used by CSIRT when handling a case is:

A. Log, inform, maintain contacts, release information, follow up and reporting
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B. Log, inform, release information, maintain contacts, follow up and reporting
C. Log, maintain contacts, inform, release information, follow up and reporting
D. Log, maintain contacts, release information, inform, follow up and reporting

Correct Answer: A

QUESTION 5

The ability of an agency to continue to function even after a disastrous event, accomplished through the deployment of
redundant hardware and software, the use of fault tolerant systems, as well as a solid backup and recovery strategy is
known as:

A. Business Continuity Plan

B. Business Continuity

C. Disaster Planning D. Contingency Planning

Correct Answer: B
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