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QUESTION 1

The product of intellect that has commercial value and includes copyrights and trademarks is called:
A. Intellectual property

B. Trade secrets

C. Logos

D. Patents

Correct Answer: A

QUESTION 2

Which of the following is a correct statement about incident management, handling and response:
A. Incident response is on the functions provided by incident handling

B. Incident handling is on the functions provided by incident response

C. Triage is one of the services provided by incident response

D. Incident response is one of the services provided by triage

Correct Answer: A

QUESTION 3

A self-replicating malicious code that does not alter files but resides in active memory and duplicates itself, spreads
through the infected network automatically and takes advantage of file or information transport features on the system to
travel independently is called:

A. Trojan

B. Worm

C. Virus

D. RootKit

Correct Answer: B

QUESTION 4
The correct sequence of incident management process is:

A. Prepare, protect, triage, detect and respond
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B. Prepare, protect, detect, triage and respond
C. Prepare, detect, protect, triage and respond
D. Prepare, protect, detect, respond and triage

Correct Answer: B

QUESTION 5

An information security policy must be:
A. Distributed and communicated

B. Enforceable and Regularly updated
C. Written in simple language

D. All the above

Correct Answer: D
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