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QUESTION 1

An administrator discovers that an employee has been sending confidential documents to a competitor. 

What type of policy should the administrator use to block the transmission of files to that domain? 

A. Access monitoring 

B. Data Exposure 

C. File transfer 

D. Access enforcement 

Correct Answer: B 

 

 

QUESTION 2

What should an administrator do with a cloud application that does NOT meet the compliance requirements, but has
mitigating controls available? 

A. Sanction 

B. Monitor 

C. Block 

D. Review 

Correct Answer: A 

 

QUESTION 3

What type of policy should an administrator use to prevent a user that is behaving in anomalous ways from sharing
public links while you monitor them? 

A. Access monitoring 

B. File transfer 

C. Data exposure 

D. Access enforcement 

Correct Answer: D 

 

QUESTION 4
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Which action should an administrator take if a cloud application fails to meet security and compliance requirements, but
the business need outweighs the risks? 

A. Sanction 

B. Monitor 

C. Block 

D. Substitute 

Correct Answer: B 

 

QUESTION 5

Which CloudSOC module is similar to an Intrusion Protection System (IPS)/Intrusion Detection System (IDS)? 

A. Protect 

B. Investigate 

C. Detect 

D. Audit 

Correct Answer: A 
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