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QUESTION 1

What command does an administrator use on an ESXi Transport Node to check connectivity with the management
plane?

A. esxcli network ip connection list 1234

B. esxcli firewall ip connection list | grep 1234
C. esxcli ip connection 1234

D. esxcli network ip connection list | grep 1234

Correct Answer: D

QUESTION 2

An administrator is trying to secure Workspace ONE components with firewall rules.

What port and protocol does the administrator need to allow for Secure LDAP to Active Directory?
A. 389/TCP

B. 3389/TCP

C. 636/TCP

D. 1433/TCP

Correct Answer: C

QUESTION 3

A company has just implemented new security guidelines in regards to device management. All iOS
devices must now require a passcode to unlock the device.

An administrator must implement these requirements:

all iOS devices must have a passcode

minimum passcode length of 6 numerals

auto-lock after 2 minutes

What type of profile in Workspace ONE UEM would the administrator create to accomplish this task?
A. Compliance Profile

B. User Profile
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C. Device Profile
D. Access Profile

Correct Answer: C

QUESTION 4

Which would be a cause for a device being flagged as compromised in the Workspace ONE UEM dashboard?
A. Device was stolen.

B. Device was lost.

C. Device was damaged.

D. Device was jailbroken.

Correct Answer: A

QUESTION 5

An administrator has deployed a new NSX Distributed Firewall rule that allows only TLS 1.2 and TLS 1.3 HTTPS
connections. The new rule is working, but TLS 1.0 and TLS 1.1 connections are still occurring. What step is required to
enforce the TLS policy restriction?

A. Configure a Context Profile and select DNS-TCP and DNS-UDP attributes.

B. Configure a Context Profile and select a FQDN attributes.

C. Configure a Context Profile and select TLS 1.2 and 1.3 attributes.

D. Configure a Context Profile and select HTTPS and HTTP attributes.

Correct Answer: B
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