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QUESTION 1

Which type of object group will allow configuration for both TCP 80 and TCP 443? 

A. service 

B. network 

C. time range 

D. user group 

Correct Answer: A 

 

QUESTION 2

Which of the following would need to be created to configure an application-layer inspection of SMTP traffic operating
on port 2525? 

A. A class-map that matches port 2525 and applying an inspect ESMTP policy-map for that class in the global
inspection policy 

B. A policy-map that matches port 2525 and applying an inspect ESMTP class-map for that policy 

C. An access-list that matches on TCP port 2525 traffic and applying it on an interface with the inspect option 

D. A class-map that matches port 2525 and applying it on an access-list using the inspect option 

Correct Answer: A 

 

QUESTION 3

Which statement about Cisco ASA multicast routing support is true? 

A. The Cisco ASA appliance supports PIM dense mode, sparse mode, and BIDIR-PIM. 

B. The Cisco ASA appliance supports only stub multicast routing by forwarding IGMP messages from multicast
receivers to the upstream multicast router. 

C. The Cisco ASA appliance supports DVMRP and PIM. 

D. The Cisco ASA appliance supports either stub multicast routing or PIM, but both cannot be enabled at the same
time. 

E. The Cisco ASA appliance supports only IGMP v1. 

Correct Answer: D 

 

QUESTION 4
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Refer to the exhibit. An engineer has configured identify options on an ASA using ASDM. Which domain is used for a
user who does not have an explicitly configured domain? 

A. DOMAIN1 

B. PIXTEST 

C. NetBIOS domain name configured on the Active Directory domain controller 

D. LOCAL domain name for all locally defined users and groups 

Correct Answer: D 

 

QUESTION 5

All 30 users on a single floor of a building are complaining about network slowness. After investigating the access
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switch, the network administrator notices that the MAC address table is full (10,000 entries) and all traffic is being
flooded out of every port. Which action can the administrator take to prevent this from occurring? 

A. Configure port-security to limit the number of mac-addresses allowed on each port 

B. Upgrade the switch to one that can handle 20,000 entries 

C. Configure private-vlans to prevent hosts from communicating with one another 

D. Enable storm-control to limit the traffic rate 

E. Configure a VACL to block all IP traffic except traffic to and from that subnet 

Correct Answer: A 
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