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QUESTION 1

Which statement about static or default route on the Cisco ASA appliance is true?

A. The admin distance is 1 by default.

B. From the show route output, the [120/3] indicates an admin distance of 3.

C. A default route is specified using the 0.0.0.0 255.255.255.255 address/mask combination.
D. The tunneled command option is used to enable route tracking.

E. The interface-name parameter in the route command is an optional parameter if the static route points to the next-
hop router IP address.

Correct Answer: A

QUESTION 2

Which statement about Cisco ASA NetFlow v9 (NSEL) is true?

A. NSEL events match all traffic classes in parallel

B. NSEL is has a time interval locked at 20 seconds and is not user configurable

C. NSEL tracks flow-create, flow-teardown, and flow-denied events and generates appropriate NSEL data records
D. You cannot disable syslog messages that have become redundant because of NSEL

E. NSEL tracks the flow continuously and provides updates every 10 second

F. NSEL provides stateless IP flow tracking that exports all record od a specific flow

Correct Answer: C

http://www.cisco.com/c/en/us/td/docs/security/asa/asa82/configuration/guide/config/monitor_nsel.html
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QUESTION 3

A security engineer must evaluate Cisco Security Manager. Which two options are benefits of using Cisco Security
Manager to manage security? (Choose two)

A. Configuration of access control plane policies on multiple Cisco ASA firewalls at once
B. automatic software upgrades on multiple firewall devices

C. ability to console into each firewall from centralized management

D. configuration of ACLs on multiple Cisco VSG firewalls at once

E. configuraion of IPS signatures on multiple Firepower sensors at once

Correct Answer: BE

QUESTION 4

Which URL matches the regex statement "http™*/"www.cisco.com/"*[*E]"xe"?
A. https://www.cisco.com/ftp/ios/tftpserver.exe

B. https://cisco.com/ftp/ios/tftpserver.exe

C. http:/www.cisco.com/ftp/ios/tftpserver.Exe

D. https:/www.cisco.com/ftp/ios/tftpserver.EXE

Correct Answer: A

QUESTION 5

About User identity with domain (there is a screen), if user is not in domain, what identity will be?

A. local

B. default

Correct Answer: A

ASA ldentity Firewal:

The default domain is used for all users and user groups when a domain has not been explicitly configured for those
users or groups. When a default domain is not specified, the default domain for users and groups is LOCAL.

Additionally, the

Identity Firewall uses the LOCAL domain for all locally defined user groups or locally defined users (users who log in
and authenticate by using a VPN or web portal).
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