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QUESTION 1

About snmp v3 encryption, which option we have to use

A. priv

B. auth

C. encrypted

Correct Answer: A

-Configure snmp group:snmp-server group [groupname {v1 | v2c | v3{auth | noauth | priv}}] [read readview] [write
writeview] [notify notifyview] [access access-list] -Configure snmp user: snmp-server user username group-name
[remote host [udp-port port]] {v1 | v2c | v3 [encrypted] [auth {md5 | sha} auth-password]} [access [ipv6 nacl] [priv {des |

3des | aes {128 | 192 |256}} privpassword] {acl-number | acl-name}] encrypet if the password are encrypted ex. insert
password not in plain text for auth.

QUESTION 2

When a Cisco ASA CX module is management by Cisco Prime Security Manager in a Multiple Devices Mode, which
mode does the firewall use ?

A. Managed Mode

B. Unmanaged mode
C. Single mode

D. Multi mode
Correct Answer: A

http://www.cisco.com/c/en/us/td/docs/security/asacx/9-1/user/guide/b_User_Guide_for_ ASA_CX_and_PRSM_9 1b Us
er_Guide_for_ASA_CX_and_PRSM_9 1 chapter_0110.html#task_7E648F43AD724DA2983699B12E92A528

Managing CX Devices in Multiple Device Mode
¥ you manage a CX desce in PRSM Multiple Deice mode, the devce is placed in managed magde

When a CX deace 15 in managed mode, you cannot conSgure il dractly theough s web interf; nghe Dewce mode, All configuratson and montanng must
be dons thecugh PRSM Multiple Device mode. The onhy exceptson is that the local CLIig s lable, where you can troubleshoct and fis basic configuratian
seftmgs such as [P addressing, DNS, NTE, and passwords §£\o

Putting a CX Device into Managed Mode %
To put an ASA CX into managed mode. you add the ASA that containg the t 1 S5P to the dewce imventory.
Upan successful device configuration discovery, the CX device is placed dSmehaged mode

&
jel s :
Tip i the CX balieves that it is already being managed fent PRSM server, discovery will fail, Because you cannot manage a single CX device fom
mulliple PRSM sarvers. i this happens, log mto th b mterface in Single Device mode and click the link 1o unmanage the device. Then iry again

to add the desice to the imentory (delete it first if necessary)

QUESTION 3
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Which three commands can be used to harden a switch? (Choose three.)
A. switch(config-if)# spanning-tree bpdufilter enable

B. switch(config)# ip dhcp snooping

C. switch(config)# errdisable recovery interval 900

D. switch(config-if)# spanning-tree guard root

E. switch(config-if)# spanning-tree bpduguard disable

F. switch(config-if)# no cdp enable

Correct Answer: BDF

QUESTION 4

When a traffic storm threshold occurs on a port, into which state can traffic storm control put the port?
A. Disabled

B. Err-disabled

C. Disconnected

D. Blocked

E. Connected

Correct Answer: B

QUESTION 5

Private VLANs have been configured in the data center. Which type of Private VLAN port would allow a new server to
communicate with all other interfaces?

A. shared

B. private

C. isolated

D. promiscuous
E. community

Correct Answer: D
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