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QUESTION 1

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range. Which Cisco ASA feature or command supports this custom dynamic
application?

A. TCP normalizer

B. TCP intercept

C. ip verify command

D. established command

E. tcp-map and tcp-options commands

Correct Answer: D

QUESTION 2

Refer to the exhibit. What is the effect of this firewall configuration?

cbject-group network ALLOWED CLIENTS
network-object 10.0.0.0 o Sy i 255 ]

access—-list QUTSIDE IN extended perm{’i& esp oblect-group
ALLOWED CLIENTS host 198.105.244. 35*"

access-list OQUTSIDE IN EKtEﬂdedr;;u--_ ny esSp any any

access-list OUTSIDE IN exte permit udp cbjeéct-group

ALLOWED CLIENTE host 195 ot 244 23

access—1list OUTSIDE IN @‘ﬁtended deny udp any any eqj isakmp
o&F

access—group OUTSIDE IN in interface outside control-plane

A. It controls IP traffic is sourced from the OUTSIDE interface.
B. It controls IPsec packets that terminate at the firewall.

C. It controls IP traffic to the OUTSIDE interface.

D. It controls IPsec packets that are sourced from the firewall.

Correct Answer: B

QUESTION 3
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SSHv2 is not explicitly allowed on router by command "ip ssh version 2".
Which statement is true?

A. only SSHv1 is allowed

B. only SSHv2 is allowed

C. both SSHv1 and SSHv2 are allowed

D. SSH version must be explicitly specified

Correct Answer: C

QUESTION 4

Which option is the default logging buffer size In memory of the Cisco ASA adaptive security appliance?
A. 8KB

B. 32KB

C. 2KB

D. 16KB

E. 4KB

Correct Answer: E

http://www.cisco.com/c/en/us/td/docs/security/asa/asa9l/configuration/general/asa_91_general_config/monitor_syslog.h
tml

|ciacoass (confighd logging
|buffered notif-lisc o
Step 2 | logging buffer-aize Changes the size i@ﬁernm log buffer. The defaull buffer size is 4 KB
bytas \.‘r'-."_" q
o
ciscoass [confighd logging *1-.'?3?2’
buffar-size 16384 ,d;j_'l;-»"‘

Step 3 |Choose one of the followang options

QUESTION 5

Refer to the exhibit. What traffic is being captured by the Cisco ASA adaptive security appliance?

capture udp match top hg,s‘f 10.10.0.12 any eq 80

o

A. UDP traffic sourced from host 10.10.0.12 on port 80
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B. TCP traffic destined to host 10.10.0.12 on port 80
C. TCP traffic sourced from host 10.10.0.12 on port 80
D. UDP traffic destined to host 10.10.0.12 on port 80

Correct Answer: C
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