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QUESTION 1

Refer to the exhibit. Which statement about the policy map named test is true? 

A. Only HTTP inspection will be applied to the TCP port 21 traffic. 

B. Only FTP inspection will be applied to the TCP port 21 traffic. 

C. both HTTP and FTP inspections will be applied to the TCP port 21 traffic. 

D. No inspection will be applied to the TCP port 21 traffic, because the http class map configuration conflicts with the ftp
class map. 

E. All FTP traffic will be denied, because the FTP traffic will fail the HTTP inspection. 

Correct Answer: B 

 

QUESTION 2

A network engineer has installed Cisco Security Manager 4.7 on a windows 2008 R2 SP1 server with 8 GB of RAM.
When using the reporting feature, Cisco Security Manager frequently fails. Which option is the reason for this fault? 

A. Cisco Security Manager must be running Windows 2008 R2 Service Pack 2. 

B. Cisco Security Manager running all services must have minimum of 16 GB of RAM 

C. Cisco Security Manager is running on a domain controller 

D. Cisco Security Manager was not installed by a user with administrative rights. 

Correct Answer: B 

 

QUESTION 3

Which activity is performed by the switch when DAI inspection is configured? 

A. It drops all ARP responses on untrusted ports 
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B. It monitors DHCP messages and compares host MAC addresses with addresses in ARP frames 

C. It intercepts all ARP requests and response on untrusted ports 

D. It drops all traffic except ARP messages 

Correct Answer: C 

 

QUESTION 4

Which two features block traffic that is sourced from non-topological IPv6 addresses? (Choose two.) 

A. DHCPv6 Guard 

B. IPv6 Prefix Guard 

C. IPv6 RA Guard 

D. IPv6 Source Guard 

Correct Answer: BD 

 

QUESTION 5

What is the primary purpose of stateful pattern recognition in Cisco IPS networks? 

A. mitigating man-in-the-middle attacks 

B. using multipacket inspection across all protocols to identify vulnerability-based attacks and to thwart attacks that hide
within a data stream 

C. detecting and preventing MAC address spoofing in switched environments 

D. identifying Layer 2 ARP attacks 

Correct Answer: B 
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