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QUESTION 1

Which configuration option causes an ASA with IPS module to drop traffic matching IPS signatures and to block all
traffic if the module fails? 

A. Inline Mode, Permit Traffic 

B. Inline Mode, Close Traffic 

C. Promiscuous Mode, Permit Traffic 

D. Promiscuous Mode, Close Traffic 

Correct Answer: B 

 

QUESTION 2

Which IPS engine detects ARP spoofing? 

A. Atomic ARP Engine 

B. Service Generic Engine 

C. ARP Inspection Engine 

D. AIC Engine 

Correct Answer: A 

 

QUESTION 3

What is the default CX Management 0/0 IP address on a Cisco ASA 5512-X appliance? 

A. 192.168.1.1 

B. 192.168.1.2 

C. 192.168.1.3 

D. 192.168.1.4 

E. 192.168.1.5 

F. 192.168.8.8 

Correct Answer: F 

 

QUESTION 4
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Which sensor deployment mode does Cisco recommend when interface capacity is limited and you need to increase
sensor functionality? 

A. inline interface pair mode 

B. inline VLAN pair mode 

C. inline VLAN group mode 

D. VLAN group mode 

Correct Answer: C 

 

QUESTION 5

The Web Security Appliance has identities defined for faculty and staff, students, and default access. The faculty and
staff identity identifies users based on the source network and authenticated credentials. The identity for students
identifies users based on the source network along with successful authentication credentials. The global identity is for
guest users not authenticated against the domain. 

Recently, a change was made to the organization\\'s security policy to allow faculty and staff access to a social network
website, and the security group changed the access policy for faculty and staff to allow the social networking category. 

Which are the two most likely reasons that the category is still being blocked for a faculty and staff user? (Choose two.) 

A. The user is being matched against the student policy because the user did not enter credentials. 

B. The user is using an unsupported browser so the credentials are not working. 

C. The social networking URL was entered into a custom URL category that is blocked in the access policy. 

D. The user is connected to the wrong network and is being blocked by the student policy. 

E. The social networking category is being allowed but the AVC policy is still blocking the website. 

Correct Answer: CE 
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