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LA 4

QUESTION 1

Which advanced authentication setting is needed to allow an unknown device to utilize Central WebAuth?
A. If Authentication failed > Continue

B. If Authentication failed > Drop

C. If user not found > Continue

D. If user not found > Reject

Correct Answer: C

QUESTION 2

Which command used to enable SGACL globallly on a router interface?

A. cts role-based-basic

B. cts role-based-enable

C. cts role-based-enforcement

D. cts role-based monitor permissions from { sgt_num } to { dgt_num }][ ipv4 | ipv6 ]

Correct Answer: C

QUESTION 3

Scenario:

Currently, many users are expehecing problems using their AnyConnect NAM supplicant to login to the network. The rr
desktop support staff have already examined and vehfed the AnyConnect NAM configuration is correct. In this

simulation,

you are tasked to examine the various ISE GUI screens to determine the ISE current configurations to help isolate the
problems. Based on the current ISE configurations, you will need to answer three multiple choice questions.

To access the ISE GUI, click on the ISE icon in the topology diagram to access the ISE GUI. Not all the ISE GUI screen
are operational in this simulation and some of the ISE GUI operations have been reduced in this simulation. Not all the

links on each of the ISE GUI screen works, if some of the links are not working on a screen, click Home to go back to
the Home page first. From the Home page, you can access all the required screens. To view some larger GUI screens,

use

the simulation window scroll bars. Some of the larger GUI screens only shows patrtially but will include all information
required to complete this simulation.
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Determine which can be two reasons why many users like the Sales and fT users are not able to authenticate and
access the network using their AnyConnect NAM client with EAP- FAST.(Choose two.)

A. The DotlX authentication policy is not allowing the EAP-FAST protocol.

B. The rr_Corp authorization profile has the wrong Access Type configured.

C. The authorization profile used for the Sales users is misconfigured.

D. The order for the MAB authentication policy and the DotlX authentication policy should be reversed.
E. Many of the fT Sales and fT user machines are not passing the ISE posture accessment.

F. he PERMrr_ALL_TRAFFIC DACL is missing the permit ip any any statement it the end.

G. The Employee_FullAccess_DACL DACL is missing the permit ip any any statement in the end.

Correct Answer: AD

QUESTION 4

How does the use of single connect mode for device authentication improve performance?
A. It uses a single TCP connection for all TACACS+ communication.

B. It uses a single VIP on the network access device.

C. It uses a single TCP connection for all RADIUS communication.

D. It multiplexes RADIUS requests to the server over a single session.

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_g
uide_20_chapter_0100010.html

QUESTION 5

Which command or command sequence can you enter to configure a DACL on the Cisco ISE?
A. ip access-list extended 101 permit ip any any

B. access-list 101 permit ip any any

C. ip access-list standard 99 permit ip any

D. permit ip any any

Correct Answer: A
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