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QUESTION 1

An engineer is following the proper upgrade path to upgrade a Cisco AireOS WLC from version 7.3 to 8.9. Which two
ACLs for Cisco CWA must be configured when upgrading from the specified codes? (Choose two.) 

A. Permit 0.0.0.0 0.0.0.0 UDP any any 

B. Permit 0.0.0.0 0.0.0.0 any DNS any 

C. Permit 0.0.0.0 0.0.0.0 UDP DNS any 

D. Permit 0.0.0.0 0.0.0.0 UDP any DNS 

E. Permit any any any 

Correct Answer: CD 

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central- web-auth-00.html 

 

QUESTION 2

You plan to implement Cisco Identity Based Networking Services on a Cisco Catalyst 3850 Series Switch. Which switch
command is required when configuring downloadable ACLs? 

A. authentication display new-style 

B. ip device tracking 

C. dot1x system-auth-control 

D. aaa session-id common 

Correct Answer: B 

 

QUESTION 3

Which CLI command do you use to shut down the 2.4 GHz radio of the Floor1_AP1 AP on a Cisco 3850 Switch? 

A. ap name Floor1_AP1 dot11 shutdown 24ghz 

B. ap name Floor1_AP1 dot11 5ghz shutdown 

C. ap name Floor1 AP1 dot11 24ghz shutdown 

D. ap name Floor1_AP1 shutdown dot11 24ghz 

Correct Answer: C 

 

QUESTION 4
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An engineer must use Cisco AVC on a Cisco WLC to prioritize Cisco IP cameras that use the wireless network. Which
element do you configure in a rule? 

A. permit-ACL 

B. WMM required 

C. mark 

D. rate-limit 

Correct Answer: C 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8- 8/AVC_8point8_dg.html 

 

QUESTION 5

An IT team is growing quickly and needs a solution for management device access. The solution must authenticate
users from an external repository instead of the current local on the WLC, and it must also identify the user and
determine what level of access users should have. 

Which protocol do you recommend to achieve these goals? 

A. network policy server 

B. RADIUS 

C. TACACS+ 

D. LDAP 

Correct Answer: C 

https://www.cisco.com/c/en/us/td/docs/switches/lan/Denali_161/ConfigExamples_Technotes/Techzone_Articles/Exampl
e_and_Technotes_Denali_16_1_1/Example_and_Technotes_ Denali_16_1_1_chapter_010110.pdf https://community.ci
sco.com/t5/wireless-mobility-documents/wlc-and-acs-5-x-tacacs-configuration-example-web-authentication/ta-
p/3120681 
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