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QUESTION 1

A customer that is hosting a multitenant environment is implementing a security framework to harden the environment.
The engineer has employed some best practices to enforce AIC and AAA throughput the environment. 

Which two best practices must the cloud professional use to enforce authorization? (Choose two.) 

A. security guards 

B. separation of duty 

C. biometric scanners 

D. cameras 

E. wire fencing 

Correct Answer: BC 

 

 

QUESTION 2

Which two options need to be considered to build a context aware infrastructure? (Choose two.) 

A. VLAN segmentation for every application type. 

B. The design of data formats and network protocols for the platform. 

C. Creating zero connectivity environments for sensitive data. 

D. The building of basic services in the infrastructure, including automatic path creation and proximity-based discovery. 

Correct Answer: BD 

Reference: http://www.cs.cmu.edu/~jasonh/publications/hci-infrastructure-approach-context-aware-computing.pdf 

 

QUESTION 3

Which three components are involved in the design of Cisco Secure cloud extension? (Choose three) 

A. Intercloud Fabric Extender 

B. Amazon Hybrid Cloud 

C. third party firewall to secure the connection 

D. Amazon Web Services 

E. TLS tunnel, to extend the VLAN 
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F. Intercloud Fabric Switch 

Correct Answer: ACF 

 

QUESTION 4

A cloud administrator is designing security policies for the control plane of a private Cloud. Which two statements about
control plane Cloud Security are true? (Choose two.) 

A. The dynamic control plane is not required to have visibility to all traffic between the user and the applications. 

B. The dynamic control plane does not require visibility into the data plane and all components that operate within the
data plane. 

C. A dynamic control plane must be able to intercept traffic as it traverses the cloud, interpret the data, and instruct the
cloud architecture on how to efficiently connect the user to the appropriate application instance. 

D. Dynamic control plane elements are a requirement at every layer of the cloud architecture for cloud environments to
be operationally efficient and on demand. 

Correct Answer: AD 

 

QUESTION 5

Which two options are Cisco Intercloud Fabric use cases? (Choose two.) 

A. development and testing 

B. capacity reduction 

C. legal compliance 

D. secure administrative access 

E. shadow IT control 

Correct Answer: AE 

Reference:
http://www.cisco.com/c/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/Intercloud_Fabric/Intercloud_Fabric_1.html 
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