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QUESTION 1

Which statement about ACI syslog is true?

A. Notifications for different scopes of syslog objects can be sent to only one destination.
B. Syslog messages are sent to the destination through the spine.

C. All syslog messages are sent to the destination through APIC.

D. Switches send syslog messages directly to the destinations.

Correct Answer: D

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2016/pdf/BRKACI-2303.pdf

QUESTION 2

What is the minimum number of APICs does Cisco recommend to deploy in a production cluster?
Al

B.3

C. 4

D.5

Correct Answer: B

QUESTION 3

Refer to the exhibit.
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daa anthentication login fallback
realm radius
group radins-1

aaa authentication login console
realm radius
group radius-1

daa anthentication login defanlt
realm radius
group radius-1

aaa banner '“WELCCME TO ACI’

daaa group radius radius-1
server 10.1.1.1 priority 0O
server 10.2.2.2 pricrity 1

aaa user default-role-no-login

Which action should be taken to ensure authentication if the RADIUS servers are unavailable?
A. Adjust the priority of server 10.1.1.1 to 1.

B. Assign the user to the default role.

C. Set the default login realm to LDAP.

D. Set the fallback login to local.

Correct Answer: D

QUESTION 4

On which two interface types should a user configure storm control to protect against broadcast traffic? (Choose two.)
A. APIC facing interfaces

B. port channel on a single leaf switch

C. all interfaces on the leaf switches in the fabric

D. endpoint-facing trunk interface

E. fabric uplink interfaces on the leaf switches

Correct Answer: BD
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Typically, a fabric administrator configures storm control in fabric access policies on the following interfaces:
1.

A regular trunk interface.

2.

A direct port channel on a single leaf switch.

3.

A virtual port channel (a port channel on two leaf switches).

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configur
ation_Guide/ b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_01010.html

QUESTION 5

A network engineer is implementing a Layer 3 Out in the Cisco ACI fabric. The data center core switches must connect
to a pair of leaf switches and exchange routes via a routing protocol. In addition, the implementation must meet these
criteria:

1.

The external switch interface must use 802.1Q tagging.

2.

Access to the Internet for the ACI fabric must be the L3Out.

3.

The L30ut must use a routing protocol that has rapid convergence time and low CPU usage.

Which configuration set meets these requirements?

A. Configure the OSPF Protocol policy with an area of 0. Set up the Routed External Network object and Node Profile
and select OSPF. Create the Switch profile and select VPC with the appropriate interfaces. Create the default network
and associate it with the Routed Outside object.

B. Configure the BGP Protocol policy with the appropriate Autonomous System number.

Configure an Interface policy and an External Bridged Domain.

Create an External Bridged Network and use the configured VLAN pool.

Build the Leaf profile and select the Routed sub-interface with the appropriate VLAN.

C. Implement the IS-IS Protocol policy with the selected Autonomous System number. Create the Routed Outside

object and Node Profile and select IS-IS. Configure the Interface profile and select the Routed Interface with the
appropriate interfaces. Create the External Network object.
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D. Implement the EIGRP Protocol policy with the selected Autonomous System number. Create Routed Outside object
and Node Profile and select EIGRP as the routing protocol. Build the Interface profile and select SVI and the appropriate
VPC. Configure the External Network object with a network of 0.0.0.0/0.

Correct Answer: A
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