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QUESTION 1

A security engineer must configure a Cisco FTD appliance to inspect traffic coming from the internet. The internet traffic
will be mirrored from the Cisco Catalyst 9300 Switch. Which configuration accomplishes the task?

A. Set the firewall mode to routed.

B. Set interface configuration mode to passive.
C. Set the firewall mode to transparent.

D. Set interface configuration mode to none.

Correct Answer: B

QUESTION 2

A security engineer must integrate an external feed containing STIX/TAXII data with Cisco FMC. Which feature must be
enabled on the Cisco FMC to support this connection?

A. Cisco Success Network

B. Cisco Secure Endpoint Integration
C. Threat Intelligence Director

D. Security Intelligence Feeds

Correct Answer: C

QUESTION 3

The network administrator wants to enhance the network security posture by enabling machine learning for malware
detection due to a concern with suspicious Microsoft executable file types that were seen while creating monthly
security reports for the CIO. Which feature must be enabled to accomplish this goal?

A. Ethos

B. static analysis

C. Spero

D. dynamic analysis

Correct Answer: C
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QUESTION 4

A network engineer wants to add a third-party threat feed into the Cisco FMC for enhanced threat detection. Which
action should be taken to accomplish this goal?

A. Enable Rapid Threat Containment using REST APIs.

B. Enable Rapid Threat Containment using STIX and TAXII.
C. Enable Threat Intelligence Director using REST APlIs.

D. Enable Threat Intelligence Director using STIX and TAXII.
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-
v623/cisco_threat_intelligence_director__tid_.html

QUESTION 5

An organization has seen a lot of traffic congestion on their links going out to the internet. There is a Cisco Firepower
device that processes all of the traffic going to the internet prior to leaving the enterprise. How is the congestion
alleviated so that legitimate business traffic reaches the destination?

A. Create a NAT policy so that the Cisco Firepower device does not have to translate as many addresses.

B. Create a flexconfig policy to use WCCP for application aware bandwidth limiting.

C. Create a QoS policy rate-limiting high bandwidth applications.

D. Create a VPN policy so that direct tunnels are established to the business applications.

Correct Answer: C
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