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QUESTION 1

A network administrator is trying to convert from LDAP to LDAPS for VPN user authentication on a Cisco FTD. Which
action must be taken on the Cisco FTD objects to accomplish this task? 

A. Add a Key Chain object to acquire the LDAPS certificate. 

B. Create a Certificate Enrollment object to get the LDAPS certificate needed. 

C. Identify the LDAPS cipher suite and use a Cipher Suite List object to define the Cisco FTD connection requirements. 

D. Modify the Policy List object to define the session requirements for LDAPS. 

Correct Answer: B 

 

QUESTION 2

An engineer is configuring multiple Cisco FTD appliances for use in the network. Which rule must the engineer follow
while defining interface objects in Cisco FMC for use with interfaces across multiple devices? 

A. Two security zones can contain the same interface. 

B. Interface groups can contain interfaces from many devices. 

C. An interface cannot belong to a security zone and an interface group. 

D. Interface groups can contain multiple interface types. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-
v63/reusable_objects.html#ID-2243-000009b4 

 

QUESTION 3

A network administrator is configuring a Cisco AMP public cloud instance and wants to capture infections and
polymorphic variants of a threat to help detect families of malware. Which detection engine meets this requirement? 

A. Ethos 

B. Tetra 

C. RBAC 

D. Spero 

Correct Answer: A  

 

QUESTION 4
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Which command must be run to generate troubleshooting files on an FTD? 

A. system support view-files 

B. sudo sf_troubleshoot.pl 

C. system generate-troubleshoot all 

D. show tech-support 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-
SourceFire-00.html 

 

QUESTION 5

What is the disadvantage of setting up a site-to-site VPN in a clustered-units environment? 

A. VPN connections can be re-established only if the failed master unit recovers. 

B. Smart License is required to maintain VPN connections simultaneously across all cluster units. 

C. VPN connections must be re-established when a new master unit is elected. 

D. Only established VPN connections are maintained when a new master unit is elected. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-cluster-
solution.html#concept_g32_yml_y2b 
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