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QUESTION 1

A network security engineer must replace a faulty Cisco FTD device in a high availability pair. Which action must be
taken while replacing the faulty unit?

A. Ensure that the faulty Cisco FTD device remains registered to the Cisco FMC

B. Shut down the active Cisco FTD device before powering up the replacement unit
C. Shut down the Cisco FMC before powering up the replacement unit

D. Unregister the faulty Cisco FTD device from the Cisco FMC

Correct Answer: D

QUESTION 2

In which two places can thresholding settings be configured? (Choose two.)
A. on each IPS rule

B. globally, within the network analysis policy

C. globally, per intrusion policy

D. on each access control rule

E. per preprocessor, within the network analysis policy

Correct Answer: AC

Reference: https://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-
module-user-guide-v541/Intrusion-Global-Threshold.pdf

QUESTION 3

What are two application layer preprocessors? (Choose two.)
A. CIFS

B. IMAP

C.SSL

D. DNP3

E. ICMP

Correct Answer: BC
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Application_Layer_ Preprocessors.html

QUESTION 4

An engineer has been tasked with using Cisco FMC to determine if files being sent through the network are malware.
Which two configuration tasks must be performed to achieve this file lookup? (Choose two.)

A. The Cisco FMC needs to include a SSL decryption policy.

B. The Cisco FMC needs to connect to the Cisco AMP for Endpoints service.

C. The Cisco FMC needs to connect to the Cisco ThreatGrid service directly for sandboxing.
D. The Cisco FMC needs to connect with the FireAMP Cloud.

E. The Cisco FMC needs to include a file inspection policy for malware lookup.

Correct Answer: BE

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Reference_a_wrapper_Chapter_topic_here.html#1D-2193-00000296

QUESTION 5

An engineer must configure a Cisco FMC dashboard in a multidomain deployment. Which action must the engineer take
to edit a report template from an ancestor domain?

A. Copy it to the current domain.

B. Add it as a separate widget.

C. Change the document attributes.
D. Assign themselves ownership of it.

Correct Answer: A
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