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QUESTION 1

An engineer is configuring the remote access VPN to use Cisco ISE for AAA and needs to conduct posture checks on
the connecting endpoints After the endpoint connects, it receives its initial authorization result and continues onto the
compliance scan 

What must be done for this AAA configuration to allow compliant access to the network? 

A. Configure the posture authorization so it defaults to unknown status 

B. Fix the CoA port number 

C. Ensure that authorization only mode is not enabled 

D. Enable dynamic authorization within the AAA server group 

Correct Answer: D 

 

QUESTION 2

Which radius attribute can be used to dynamically assign the inactivity active timer for MAB users from the Cisco ISE
node? 

A. radius-server timeout 

B. idle-timeout attribute 

C. termination-action attribute 

D. session-timeout attribute 

Correct Answer: B 

When the inactivity timer is enabled, the switch monitors the activity from authenticated endpoints. When the inactivity
timer expires, the switch removes the authenticated session. The inactivity timer for MAB can be statically configured on
the switch port, or it can be dynamically assigned using the RADIUS Idle-Timeout attribute (Attribute 28) 

 

QUESTION 3

An engineer builds a five-node distributed Cisco ISE deployment. The first two deployed nodes are responsible for the
primary and secondary administration and monitoring personas. 

Which persona configuration is necessary to have the remaining three Cisco ISE nodes serve as dedicated nodes in the
Cisco ISE cube that is responsible only for handling the RADIUS and TACACS+ authentication requests, identity
lookups, and policy evaluation? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: B 

 

 

QUESTION 4

How is policy services node redundancy achieved in a deployment? 

A. by enabling VIP 

B. by utilizing RADIUS server list on the NAD 

C. by creating a node group 

D. by deploying both primary and secondary node 

Correct Answer: C 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/Workflow/b_deployment_2_4.html 

 

QUESTION 5

Which file setup method is supported by ZTP on physical appliances? 

A. cfg 

B. iso 

C. img 

D. ova 

Correct Answer: C 
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