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QUESTION 1

Which type of identity store allows for creating single-use access credentials in Cisco ISE?
A. OpenLDAP

B. Local

C. PKI

D. RSA SecurlD

Correct Answer: D

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_id_stores.html

QUESTION 2

When planning for the deployment of Cisco ISE, an organization\\'s security policy dictates that they must use network
access authentication via RADIUS. It also states that the deployment provides an adequate amount of security and
visibility for the hosts on the network. Why should the engineer configure MAB in this situation?

A. The Cisco switches only support MAB.

B. MAB provides the strongest form of authentication available.

C. The devices in the network do not have a supplicant.

D. MAB provides user authentication.

Correct Answer: C

QUESTION 3
DRAG DROP

An organization wants to implement 802.1X and is debating whether to use PEAP-MSCHAPV2 or PEAP-EAP-TLS for
authentication. Drag the characteristics on the left to the corresponding protocol on the right.

Select and Place:
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uses username and password for authentication it
uses certificates for authentication
changes credeatials through the admin portal
supports fragmentation after the tunnel is established PEAP-EAP-TLS
uses the X.509 format
Supports auto-enroliment for obtalning credentlals
Correct Answer:

PEAP-MSCHAPY2

uses username and password for authentication

changes credentials through the admin portal

supports fragmentation after the tunnel is established

PEAP-EAP-TLS

uses certificates for authentication

uses the X.509 format

supports auto-enroliment for obtaining credentials

QUESTION 4

An engineer is configuring 802.1X and is testing out their policy sets. After authentication, some endpoints are given an
access-reject message but are still allowed onto the network. What is causing this issue to occur?

A. The switch port is configured with authentication event server dead action authorize vlan.

B. The authorization results for the endpoints include a dACL allowing access.
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C. The authorization results for the endpoints include the Trusted security group tag.
D. The switch port is configured with authentication open.

Correct Answer: D

QUESTION 5

An engineer must configure Cisco ISE to provide internet access for guests in which guests are required to enter a code
to gain network access. Which action accomplishes the goal?

A. Configure the hotspot portal for guest access and require an access code.

B. Configure the sponsor portal with a single account and use the access code as the password.

C. Configure the self-registered guest portal to allow guests to create a personal access code.

D. Create a BYOD policy that bypasses the authentication of the user and authorizes access codes.
Correct Answer: A

Reference:
https://lwww.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_ise_guest.html
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