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QUESTION 1

Which benefit does enabling external spam quarantine on Cisco SMA provide? 

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console 

B. access to the spam quarantine interface on which a user can release, duplicate, or delete 

C. ability to scan messages by using two engines to increase a catch rate 

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma11-0/user_guide/b_SMA_Ad
min_Guide/b_SMA_Admin_Guide_chapter_010101.html 

 

QUESTION 2

A network administrator is modifying an outgoing mail policy to enable domain protection for the organization. A DNS
entry is created that has the public key. Which two headers will be used as matching criteria in the outgoing mail policy?
(Choose two.) 

A. message-ID 

B. sender 

C. URL reputation 

D. from 

E. mail-from 

Correct Answer: BD 

 

QUESTION 3

A Cisco ESA administrator has noticed that new messages being sent to the Centralized Policy Quarantine are being
released after one hour. Previously, they were being held for a day before being released. 

What was configured that caused this to occur? 

A. The retention period was changed to one hour. 

B. The threshold settings were set to override the clock settings. 

C. The retention period was set to default. 

D. The threshold settings were set to default. 

Correct Answer: D 
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QUESTION 4

An engineer tries to implement phishing simulations to test end users, but they are being blocked by the Cisco ESA.
Which two components, when added to the allow list, allow these simulations to bypass antispam scanning? (Choose
two.) 

A. receivers 

B. domains 

C. reputation score 

D. spf check 

E. senders 

Correct Answer: CE 

 

QUESTION 5

Which attack is mitigated by using Bounce Verification? 

A. spoof 

B. denial of service 

C. eavesdropping 

D. smurf 

Correct Answer: B 

Reference: https://www.networkworld.com/article/2305394/ironport-adds-bounce-back-verification-for-e-mail.html 
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