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QUESTION 1

What is a valid content filter action? 

A. decrypt on delivery 

B. quarantine 

C. skip antispam 

D. archive 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01010.html#con_1158022 

 

QUESTION 2

What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service? 

A. provisioned email encryption profile 

B. message encryption from a content filter that select "Message Encryption" over TLS 

C. message encryption from the mail flow policies with "CRES" selected 

D. content filter to forward the email to the Cisco Registered Envelope server 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_010010.html 

 

QUESTION 3

A remote financial institution is implementing email encryption. It is required that all inbound emails use SMTP over TLS.
What must be done to accomplish this? 

A. Disable TLS certificates. 

B. Utilize Cisco Registered Envelope Service. 

C. Leverage Cisco Talos Threat Intelligence Group. 

D. Enable Application Inspection and Control for SMTP. 

Correct Answer: D 
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QUESTION 4

What are two phases of the Cisco ESA email pipeline? (Choose two.) 

A. reject 

B. workqueue 

C. action 

D. delivery 

E. quarantine 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-1/user_guide/b_ESA_Admin_Guide_12_1/b_ESA
_Admin_Guide_12_1_chapter_011.pdf (p.1) 

 

QUESTION 5

An email containing a URL passes through the Cisco ESA that has content filtering disabled for all mail policies. The
sender is sampleuser@test1.com, the recipients are testuser1@test2.com, testuser2@test2.com, testuser3@test2.com,
and mailer1@test2.com. The subject of the email is Test Document395898847. An administrator wants to add a policy
to ensure that the Cisco ESA evaluates the web reputation score before permitting this email. 

Which two criteria must be used by the administrator to achieve this? (Choose two.) 

A. Subject contains "TestDocument" 

B. Sender matches test1.com 

C. Email body contains a URL 

D. Date and time of email 

E. 

Correct Answer: AC 
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